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ABOUT YOUR HOST

THE PREMISE & VALUE OF THE
FIREWALL

FIREWALL PAST, PRESENT, FUTURE

FIREWALL OPERATIONS & WHAT IT
MEANS FOR YOU

THE FIREWALL: CAREER FOUNDATION
OR BOAT ANCHOR?




ON THE SHOULDERS

OF GIANTS...
B

Firewalls and
Perimeter Defense

Bill Cheswick
AT&T Shannon Labs
ches@research.att.com
http://www.cheswick.com/ches/talks/
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* A LONG-TIME FIREWALL JOCKEY FROM BACK IN THE DAY (TIS,
RAPTOR, PIX, CHECK POINT, SONICWALL, NETSCREEN, ETC.)

* ARCHITECTED/BUILT/DEPLOYED GLOBAL MANAGED FIREWALL
SERVICE FOR SP ACROSS 4 CONTINENTS

* SECURITY RESELLER/INTEGRATOR/TRAINER FOR 9O YEARS

* CISO OF A $27B FINANCIAL SERVICES FIRM

* WORKED FOR GLOBAL SECURITY INTEGRATOR

* WORKED FOR CROSSBEAM - CHIEF SECURITY STRATEGIST

* WORKED FOR CISCO SECURITY BU - DIR. CLOUD/VIRT SECURITY

* WORK FOR JUNIPER - CHIEF SECURITY ARCHITECT




A SINGLE POINT BETWEEN TWO
OR MORE NETWORKS WHERE ALL

TRAFFIC MUST PASS
(CHOKEPOINT)

TRAFFIC CAN BE CONTROLLED
AND MAY BE AUTHENTICATED

ALL TRAFFIC IS LOGGED



“"FIREWALLS ARE
BARRIERS BETWEEN

US AND THEM WITH
ARBITRARY VALUES
OF "THEM™




EVERYONE NEEDS A FIREWALL,
RIGHT?

BUT, BUT...FIREWALLS DON'T WORK

ANYMORE. EVERYTHING IS TCP
80/443!

HOW DO WE DO SEGMENTATION AND
ACCESS CONTROL?

THE ENTERPRISE VS SP VALUE
PROPOSITION




“FIREWALLS ARE A STOPGAP
MEASURE NEEDED BECAUSE

MANY SERVICES ARE
DEVELOPED THAT OPERATE
EITHER WITH POOR SECURITY
OR NO SECURITY AT ALL”







FIREWALLS:
PAST, PRESENT AND
FUTURE P




PACKET FILTERS, CIRCUIT
LEVEL, SMLI, PROXIES,
UTM, DPFI?




The Security Hamster Sine Wave of Pain
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* With Apologies to Andy Jaquith & His Hamster...




The Security Hamster Sine Wave of Pain

A We Are Here
Network
Centricity

(7]
=
o
i User
] Centricity
[
E
[7]
[
>
£ .
s Information
S Centricity
£
>
o
Q
3 Application
S Centricity
t
o
o
Host
Centricity
v Deployment Is Here

4p

-3p
2
28
3p

\/

Time

* With Apologies to Andy Jaquith & His Hamster...




WEB3.0/INFRASTRUCTURE 2.07/
SECURITY 1.3A?
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Mainframes
Achtung! Divergent Models N —

»
Das Cloud

=n 19985 CGI, PERL Network firewalls, S |
Web2.0 _ 1897 ASP, JSP Network firewalls, SSL 3 ;:

|

1998 EJB, J2EE, DCOM  Network firewalls, SSL Client/Server

1999 SOAP, XML " Network firewalls, SSL

@ 2001 Rest, SOA Network firewalls, SSL

2003 Web 2.0 Network firewalls, SSL

Ny

I g * Credit: Gunnar Peterso



















WITH VIRT & CLOUD WE HAVE 1000













WORKLOADS  |s.ma DISTRIBUTED




HEAVILY AUTOMATED




EXCEPT FOR SECURITY




THE STACK

J CONTENT & CONTEXT -

INFOSTRUCTURE DATA & INFORMATION

J APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

o GLUE & GUTS -

MISTASINRUCIIRIE IPAM, |IAM, BGP, DNS, SSL, PKI

v SPROCKETS & MOVING PARTS -
COMPUTE, NETWORK, STORAGE

INFRASTRUCTURE




THERE'S NO DISCIPLINE...

} INFOSTRUCTURE ¢ ‘INFORMATIONSECURITY
Y APPLISTRUCTURE & *APPLICATION SECURITY

NETWORK SECURITY
HOST-BASED SECURITY
STORAGE SECURITY

METASTRUCTURE | :

INFRASTRUCTURE ¢

...IN OUR DISCIPLINE ®




DESIGN FOR SCALE & RE-
DEFINE DEPLOYMENT
SCENARIOS

TRAFFIC STEERING/
SERVICE INSERTION/
CONTEXT - PHYSICAL AND
VIRTUAL

STANDARDIZE ON
COMMON TELEMETRY &
CONSISTENT PoOLICY
ACROSS PLATFORMS

MORE INTELLIGENCE (/
SHARED BETWEEN INFRA-
APPLISTRUCTURE

LEVERAGE GUEST-BASED
FOOTPRINT (I1AAS)

LEVERAGE HYPERVISOR,
PLATFORM & SOFTWARE
APIS




WHAT'S THAT LOOK LIKE?







YOU STILL HAVE TO
MANAGE THE
BASICS:

BUILDING
SURVIVABLE
SYSTEMS

BUILDING
SECURE APPS

SECURING DATA

YOU ALSO CAN'T
EXPECT THE CLOUD/
VIRT PLATFORM
PROVIDERS TO GIVE
YOU ALL YOU NEED




RECOGNIZE,
ACCEPT & MOVE ON...

THE CLASSICAL
DMZ DESIGN
PATTERN IS
DEAD




WEB APPLICATION
HOSTING

Highly available and scalable web hosting can be complex and
expensive. Dense peak periods and wild swings in traffic patterns
result in low utilization rates of expensive hardware. Amazon Web
Services provides the reliable, scalable, secure, and high-
performance infrastructure required for web applications while
enabling an elastic, scale out and scale down infrastructure to
match IT costs in real time as customer traffic fluctuates.

amazon

web services™




THE MODEL EVOLVES...

Firewal Ipgp,
. S/l We
S @b Seryers

Virtua) Appliance(s)

\ Managep, I N
:
VMware

Virtualceme,
Server

http://www.muranosoft.com/Outsourcingblog/content/binary/WindowsLive Writer/MicrosoftsWindowsAzure CloudComputinginAc_18D4/



http://www.muranosoft.com/Outsourcingblog/content/binary/WindowsLiveWriter/MicrosoftsWindowsAzureCloudComputinginAc_18D4/Multidraw_thumb.png
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MAKE USE OF
EXISTING/NEW
SERVICES...

...BUT DON’'T RE-
INVENT THE WHEEL,
EITHER...

YOU DON’'T HAVE
TO DO IT ALL
YOURSELF:

€NSTRATUS RIGHTSCaLe

@ QUALYS

NEXXPOSE
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The Security Division of EMC
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WHERE SHOULD SECURITY BE DELIVERED?
HARDWARE, VIRTUALIZATION/CLOUD
PLATFORM OR ECOSYSTEM?







ENCOURAGE
NETWORK &
SECURITY

WONKS TO

BECOME

NIMBLE, AGILE & ™
FLEXIBLE

WITH TOOLS/
LANGUAGES
LIKE CHEF,
PUPPET, &
CFENGINE,
PYTHON,
POWERSHELL
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SQUASH
INEFFICIENCY &
MAXIMIZE
EFFICACY:

AUTOMATE AUDIT &
COMPLIANCE DATA
COLLECTION

WWW.CLOUDAUDIT.ORG (@



http://www.CloudAudit.org
http://www.CloudAudit.org




FORK YOU & THE PROCESS YOU RODE IN ON







AUTOMATING
DATA
PROTECTION:

THE FINAL
FRONTIER...




PICK 2 (?)




ATTACH YOUR SKILLS TO A
SINGLE SOLUTION AT YOUR
PERIL

GENERALIST OR SPECIALIST?

DON'T IGNORE THE APPLICATION
LAYER OR FIREWALL
SPECIALIZATION OR
DEPLOYMENT MODELS

WHAT DO YOU WANT TO BE WHEN
YOU GROW UP?




GRILLING CLOUDICORNS

EXP30& - THURSDAY, 3/1
1PM ROOM 103




HTTP://WWW.RATIONALSURVIVABILITY.COM/PRESENTATIONS



http://www.rationalsurvivability.com/presentations
http://www.rationalsurvivability.com/presentations

CHRISTOFER HOFF

CHOFF@PACKETFILTER.COM (NOT WORK)

CHOFF@JUNIPER.NET (WORK)
+1.978.631.0302 (CALL ROUTER)

WWW.RATIONALSURVIVABILITY.COM/BLOG

@
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