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What I want you to take away:
1.I haven’t delivered a public talk in 7 years.

2.We are more art and compliance than science

3.Where we do make use of science, it’s siloed

4.We aren’t organized properly

5.We don’t define, model or manage risk well

6.We are not agile

7.Our definition of “Resilience” varies and it is 

insufficient

8.Instead of resilient, we need to be: 
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Oh for the love of Odin, not 
another grumpy “InfoSec  is 

broken rant!?”
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Story Time
Survivable

Recoverable

Resilient
Secure  Robust

Certain 
Sustainable

Image: https://www.newyorker.com/humor/daily-shouts/word-salad-recipe-for-your-upcoming-corporate-meeting

What’s missing is the context…

Defensible 
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NIST SP 800-172 

The ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, 
attacks, or compromises on systems that use or are enabled by cyber resources. Cyber resiliency 
is intended to enable mission or business objectives that depend on cyber resources to be 
achieved in a contested cyber environment.


Cyber “Resilience” - Context Matters

Definitions run the gamut across a spectrum of stressors and impacts

https://www.mitre.org/sites/default/files/PR_17-1434.pdf https://www.accenture.com/us-en/insights/us-federal-
government/benefits-federal-cyber-resilience
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Story Time
A purely fictional tale of “resilience”

The ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or 
compromises on systems that use or are enabled by cyber resources. Cyber resiliency is intended to 
enable mission or business objectives that depend on cyber resources to be achieved in a contested cyber 
environment.
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Resilience…You keep 
using that word…I 

do not think it 
means what you 
think it means…

…and if it does mean 
what you think it 

means, it’s probably 
not enough and you 

probably can’t 
achieve it.



Fragilence
The quantum state of survivable resilience in a world of fragile indifference PacketFilter

The black swan theory or 
theory of black swan events 
is a metaphor that describes 

an event that comes as a 
surprise, has a major effect, 
and is often inappropriately 

rationalized after the fact 
with the benefit of hindsight.”

“
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Some things benefit from 
shocks; they thrive and grow 
when exposed to volatility, 
randomness, disorder, and 

stressors and love adventure, 
risk, and uncertainty. Yet, in 
spite of the ubiquity of the 
phenomenon, there is no 

word for the exact opposite 
of fragile. Let us call it 

antifragile.”

“



Fragilence
The quantum state of survivable resilience in a world of fragile indifference PacketFilter

Diagram by Bilgrin Ibryam - Redrawn by @johnmaeda 

https://maeda.pm/2019/02/24/antifragile/

(Robust)
Natural Response

Concave Response

Recovers in response

Convex in response

The resilient resists shocks and stays the same; the antifragile gets better.“ ”
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Diagram by Bilgrin Ibryam - Redrawn by @johnmaeda  - https://maeda.pm/2019/02/24/antifragile/


THIS is where Antifragile lives 
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TW: Security is — at best — (generally) here 
Focus on stability, resist change, resist shock.
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InfoSec is:
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Opportunity



Fragilence
The quantum state of survivable resilience in a world of fragile indifference PacketFilter

Systems are centrally networked, under 
organizational control 

Systems are bounded with defined 
geopolitical boundaries

Clear distinction between insiders and 
outsiders

Predictable processing load and events

Organization responsibility

Security as an overhead expense

Technology, IT-based solutions

Systems are globally networked with 
distributed control

Systems are unbounded with no 
geopolitical boundaries

Often cannot distinguish between insiders 
and outsiders

Unpredictable load and synchronous 
events

Distributed responsibility

Survivability as an investment; essential 
to the organization

Enterprise-wide, risk management 
solutions

Information Survivability: Required Shifts in Perspective, 1999 - Julia H. Allen and Dr. Carol A. Sledge, Carnegie Mellon SEI

This is NOT a new concept…

”
“In recent years, there have been dramatic changes in the character of security problems, in their technical and 

business contexts, and in the goals and purposes of their stakeholders. As a consequence, many of the 
assumptions underlying traditional security technologies are no longer valid. Failure to recognize the depth and 
breadth of these changes in combination prevents effective solutions to modern security problems. 
Survivability provides a new technical and business perspective on security, which is essential to our search for 
solutions. Moreover, our survivability approach expands the view of security from a narrow technical specialty, 
accessible only to security experts, towards a risk-management perspective that requires the participation of an 
organization as a whole (executive management, security experts, application domain experts, and other 
stakeholders) to protect mission critical systems from cyber-attacks, failures, and accidents.
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We conflate tactical informational and 
taxonomic frameworks (what) and 

directional linear action — “chains” (how) 
— with decision systems for complex 
system problems (why, when & who)


They are related but not the same.


Why is this important?
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Security: Data/Tech Rich & Information Poor

We have almost everything we need to make good decisions, we often don’t know how 
AND we don’t have the processes or context to integrate them into how we do things

Sensors Sense 
Making

Decision
Systems

LOTS MANY FEW/NONE

Levers/ 
Actuators

Probe & Sense Categorize & Analyze
Weigh & Decide 

 Model Risk in CONTEXT Act & Respond

LOTS

*Depending upon organizational/tech stack maturity, task automation is: 
0. Absent, 1. Instrumented, 2. Manually analyzed, 3. Augmented, 4. Automated, 5. Automatic, 6. Autonomic

Primarily Manual/Cautiously Automated
TODAY

SensorsSensorsSensors                 
SHOTGUNNED 

ACROSS
THE TECH STACKS

Levers/ 
Actuators

Levers/ 
Actuators

Levers/ 
Actuators

Sense 
Making

AutomationAutomation Automation



Fragilence
The quantum state of survivable resilience in a world of fragile indifference PacketFilter

https://www.optiv.com/navigating-security-landscape-guide-technologies-and-providers

This graphic doesn’t cover the startups or up-starts that this particular reseller/integrator doesn’t 
represent.  There are literally multiple thousands of vendors in the cyber security market space…
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Requisite Cat Picture
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https://www.fastly.com/blog/the-dept-of-know-live-sounil-yu-on-why-embracing-the-die-security-model-means-faster-innovation

Inventory (of stuff) Systems - Multiple “Pains”of Glass 
LOTS of them; disconnected and unaligned to the DIE (Distributed, Immutable, Ephemeral)* model
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https://www.netsurion.com/articles/eventtracker-enterprise-and-the-cyber-kill-chain

The Lockheed Martin Cyber Kill Chain™ 
Describes how attackers use the cycle of compromise, persistence and exfiltration against 
an organization.
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https://socradar.io/create-more-effective-soc-with-the-mitre-attck-framework/

MITRE ATT&CK 
Globally-accessible knowledge base of adversary tactics and techniques based on real-
world observations.
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https://github.com/rabobank-cdc/DeTTECT

DeTT&CT & ATT&CK Flow 
Detect Tactics, Techniques & Combat Threats to assist blue teams using MITRE ATT&CK to 
score and compare data log source quality, visibility coverage and detection coverage and 
Attack Flow represents the linkage of adversary behavior for a given attack flow.

https://github.com/center-for-threat-informed-defense/attack-flow
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https://www.dell.com/en-us/blog/strengthen-security-of-your-data-center-with-the-nist-cybersecurity-framework/

The NIST Cyber Security Framework (CSF) 
Provides a high level taxonomy of cybersecurity outcomes and a methodology to assess 
and manage those outcomes.
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https://cyberdefensematrix.com/

Cyber Defense Matrix 
Provides a mechanism to ensure that we have capabilities across the entire spectrum of 
options to help secure our environments
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https://www.synopsys.com/glossary/what-is-threat-modeling.html

Threat Modeling and STRIDE/DREAD/PASTA… 
A structured process to identify security requirements, pinpoint security threats and potential 
vulnerabilities, quantify threat and vulnerability criticality, and prioritize remediation methods.

STRIDE

DREAD

PASTA



Fragilence
The quantum state of survivable resilience in a world of fragile indifference PacketFilter

https://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Bianco’s Pyramid of Pain & Effects/Outcomes 
Explains  that not all Indicators of Compromise (IOCs)  are created equal. The pyramid 
defines the pain it will cause adversaries when Defenders are able to deny those indicators 
to them.

Mwiki, et. Al: Critical Infrastructure Security and Resilience (pp.221-244)
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https://www.fairinstitute.org/frequently-asked-questions

FAIR Quantitative Risk Analysis

Factor Analysis of Information Risk: approach to Operational and Cyber Risk Quantification

FAIR is a quantitative risk analysis model, whereas most 
information security risk methodologies in use today are 
Capability Maturity Models (CMM) or checklists. 


Analytic models attempt to describe how a problem-
space works by identifying the key elements that make 
up the environment and the relationships between those 
elements — e.g., Newton’s laws of the physical world 
described how things like gravity work.  If the models are 
relatively accurate (no models are perfect), then analyses 
performed using the models should consistently align 
with our experience and observations. 


With those elements identified, measurements can be 
made that enable risk quantification and performance of 
what-if analyses, neither of which can be performed with 
checklist or CMM analyses.”

“

Risk = the probable frequency and probable magnitude of future loss
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That seems like a sufficient amount of stuff to be able to assess our “resilience”
If that’s the case…
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These fellas disagree…

Dave Snowden

Jens Rasmussen

Simon Wardley

Nicholas Taleb
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https://twitter.com/swardley/status/1041658298427211778

Wardley Maps 
A Wardley map  is a  map  for strategy.  Components are positioned within a value chain and 
anchored by the user need, with movement described by an evolution axis driven by doctrine.

“All maps are wrong.  Some are useful.”

https://www.securitydifferently.com/the-future-of-infosec-is-interdisciplinary-and-integrated/

https://learnwardleymapping.com/
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Wardley Maps
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https://thecynefin.co/about-us/about-cynefin-framework/

The Cynefin Framework 
Cynefin (kuh-nev-in) is a Welsh word for Habitat that signifies the multiple, intertwined 
factors in our environment and our experience that influence us (how we think, interpret 
and act) in ways we can never fully understand

https://medium.com/10x-curiosity/know-your-domain-the-cynefin-framework-dc28648558f1

The system is dynamic, the whole is greater than the sum of its parts, and solutions can’t be imposed; rather, they 
arise from the circumstances….and involves large numbers of interacting elements.  The interactions are nonlinear, 
and minor changes can produce disproportionately major consequences.  The system has a history, and the past is 
integrated with the present; the elements evolve with one another and with the environment; and evolution is 
irreversible.

Unknowable 
Unknowns

Unknown 
Unknowns

Known 
Unknowns

Known 
Knowns
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https://www.consuunt.com/cynefin-framework/

Cynefin in Practice - Aeronautics
Chaotic Complex Complicated Simple

At first, nobody knew “what to 
do to fly”.


Everyone suspected that it 
could be possible by imitating 
birds, but really, no one had a 
clue.

As soon as the Wright brothers 
developed the first successful 
prototype airplane, everyone 
started to know where things 
were heading.


Two wings, a front Propeller, 
etc.


Years passed and aircraft 
design began to improve.


However, there was a problem:


Long and transoceanic flights 
were a real challenge.


Today, there are no mysteries 
for aircraft designers.


They know exactly how to 
design a safe, durable and fast 
airplane that can fly anywhere 
in the world.


Many people tried to develop a 
“flying machine” by building 
different designs.


Sometimes, these designs 
looked weird but… Who knew…

A good stable and safe plane 
was still a long way off, but 
people had clues to follow.

Engineers knew what they 
needed, but not exactly how to 
get it:


• Isolated cabins.

• Resistant materials.

• Light fuselages.

• Good Turbines 

• Cost-efficient.


There are still challenges in the 
aircraft industry? Of course.


But the development of a 
normal airplane that covers 
the basic needs of “flight” is 
well known in the aeronautical 
industries


How could people make good 
decisions?


Just trying things out and 
learning what worked and 
what didn’t.


How could engineers make the 
best decisions?


By Testing what was already 
known and making small 
improvements.


How could engineers make the 
best decisions?


By analyzing hundreds of 
materials, designs and Test 
them to get what they knew 
they needed.


If a group of engineers want to 
develop a new plane in 
this Clear situation:


They would apply all existing 
knowledge and follow the 
Steps necessary to build it.
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Cynefin in Practice - Perimeter Security

Chaotic Complex Complicated Clear

Left as an 
exercise for 
the reader
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Jens Rasmussen: Safety Science & Human Factors 
Cognitive Resilience, Dynamic Safety Models, Socio-Technical systems, Skills/Rules/Knowledge (SRK)

4 Major Themes emerge from Rasmussen’s work: 

1. Human operator performance results from behavior, 
shaping constraints that we can identify and model  

2. The human operator is a flexible and adaptive 
element who ”completes the design of the technical 
system (and compensates for its shortcomings)” 

3. Human operators cope with complexity by applying 
mental models and modes of performance (See: SRK 
Model) 

4. Risk management requires an understanding of the 
socio-technical context of work


Cognitive Resilience: System resilience implies 
practitioners' capacity to cope with unexpected 
events

https://www.sintef.no/globalassets/project/hfc/documents/8-legacy-of-jens-rasmussen-andersen.pdf
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It’s made of people!

It’s made of 
PEOPLE!
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How do we apply all this stuff to what we do in InfoSec
So?
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Jens Rasmussen: On Risk (& Antifragility)

Risk Management is complex…requires different strategies based on context

https://www.securitydifferently.com/rasmussens-systemic-risk-modelling-and-cyber-security/

Simple

Complicated

Complex

Chaotic
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Map

Value-Chain/Needs 
Inventory of sensors,  

sense making,  
actuators/levers 

Situational

Context:

Map

Human Factors 
Socio-Technical


Safety Boundaries

 

InfoSec in context: Process & Technology 
Here’s where we might consider industrializing decision making systems into our workflow

Map

Threat/ 
Threat Actor

Map

M
ap

ATT&CK/DETT&CT/ATT&CK Flow
M

ap

Tactical models/chains

Outcomes …

… Outcomes

Improvement

M
ap

Probe & Sense

Categorize & Analyze

Weigh & Decide

Act & Respond

Simple, Complicated, 
Complex, Chaotic

Threat Models

M
ap

Risk Analysis

M
ap

Man, this looks COMPLEX!?
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https://www.youtube.com/watch?v=YOBF9Ecu9eM
This is simpler to grasp…
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Diffused & Embedded Security


CI+CD & Security-as-a-service (CS)


Cloud & Site Reliability Engineering


Observability & Detection Engineering


Robust Threat & Risk Modeling


Chaos Engineering


Team Topologies


Modern Defense In Action -Glimmers of Antifragility
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https://twitter.com/wellawaresecure/status/1409842845285064707

The majority of these Modern Defender’s capabilities 
are NOT Technology investments…
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There are two big shifts involved as teams begin to own 
their end-to-end impact: software teams need to own 
their own security now and security teams need to 
become full-stack* software teams. Just as separate 
product management and qual i ty assurance 
organizations diffused into cross-functional software 
teams, security must now do the same. At his re:Invent 
2018 Keynote, Amazon’s CTO Werner Vogels proclaimed 
that “security is everyone’s job now, not just the 
security team’s.” 


But if security is every teams’ job, what is the security 
team’s job? Just like how classic ops teams became 
internal infrastructure software teams, security teams 
will become internal security software teams that 
deliver value to internal teams through self-service 
platforms and tools. Security teams that adopt this 
approach will reduce the risk to the organization the 
most while also minimizing impact to overall 
productivity.”

https://www.youtube.com/watch?v=8armE3Wz0jk

(r)Evolution

*/me = the inclusion of this word is, IMHO, 
debatable depending on the definition of “stack”
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https://broadlight.io/resources/evolving-security-in-context-with-mario-platt

So we should just rename  
ourselves, right?  
Something, something Emperor & lack of clothing…
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Conway’s Law

Organizations, who design systems, are constrained to produce designs which are copies of the 
communication structures of these organizations.

THE SAME GOES FOR 
SECURITY ORGS!

The Reverse Conway Maneuver should align teams 
and architectures in a manner that lowers cognitive 
load, minimizes dependencies, and matches product 
direction.

https://teamtopologies.com/key-concepts-content/getting-started-with-team-topologies-infographic
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https://teamtopologies.com/key-concepts

Team Topologies In a Nutshell

Focuses on creation of dynamic team structures and interaction modes that can help teams adapt 
quickly to new conditions, and achieve fast and safe software delivery.

THREE TEAM INTERACTION MODES

There are only three ways in which team should interact:

• Collaboration: working together for a defined period of time to discover new things (APIs, 
practices, technologies, etc.)

• X-as-a-Service: one team provides and one team consumes something “as a Service”

• Facilitation: one team helps and mentors another team

FOUR FUNDAMENTAL TOPOLOGIES

• Stream-aligned team: aligned to a flow of work from (usually) a segment of the business domain

• Enabling team: helps a Stream-aligned team to overcome obstacles. Also detects missing capabilities.

• Complicated Subsystem team: where significant mathematics/calculation/technical expertise is needed.

• Platform team: a grouping of other team types that provide a compelling internal product to accelerate 
delivery by Stream-aligned teams

FOUR FUNDAMENTAL TOPOLOGIES - WITH THE FLOW OF CHANGE 

The flow of change is shown left-to-right. Stream-aligned teams own an entire slice of the business 
domain (or other flow) end-to-end. The Stream-aligned teams are “You Built It, You Run It” teams. 

There are no hand-offs to other teams for any purpose.  This diagram is a snapshot in time. The team 
relationships WILL change as new goals are set and the teams discover new things.
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https://www.docker.com/blog/building-stronger-happier-engineering-teams-with-team-topologies/

Building Stronger, Happier Engineering Teams with Team Topologies

Team Topologies — Enabling flow in SWE

What does this look like in reality?

N.B. I don’t work for Docker, not am I representing them or their use case beyond what’s public
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https://teamtopologies.com/key-concepts

Team Topologies — Bursting the InfoSec Org Bubble

Modern organizations are at odds with compliance-designed security monoliths

ProdSec Team

Engineering

CoreSec Team

GRC

IRM

VA/VM

…

• Collaboration: working together for a defined period of time to discover new things (APIs, practices, technologies, etc.)


• X-as-a-Service: one team provides and one team consumes something “as a Service”


• Facilitation: one team helps and mentors another team

• Stream-aligned team: aligned to a flow of work from (usually) a segment of the business domain


• Enabling team: helps a Stream-aligned team to overcome obstacles. Also detects missing capabilities.


• Complicated Subsystem team: where significant mathematics/calculation/technical expertise is needed.


• Platform team: a grouping of other team types that provide a compelling internal product to accelerate delivery by Stream-aligned teams

Enabling / Collaboration

Complicated / X-as-a-Service

Platform Eng

Please note:  this is MY extrapolation of how one might envision extending a  
Team Topologies approach to include security in this org redesign
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Lest we forget: The Rugged Manifesto 
Aimed at developers, but given the prior slides, should be applicable to evolved security 
teams…especially if security organizations become software engineering organizations…

“Rugged” describes software development 
organizations that have a culture of rapidly 
evolving their ability to create available, 
survivable, defensible, secure, and resilient 
software. Rugged organizations use 
competition, cooperation, and 
experimentation to learn and improve rather 
than making the same mistakes over and over. 


…


Rugged is NOT a technology, process model, 
SDLC, or organizational structure. It's not even 
a noun. Rugged is NOT the same as secure. 
Secure is a possible state of affairs at a certain 
point in time. But rugged describes staying 
ahead of the threat over time. 


What is Rugged?

https://github.com/rugged-software/rugged-software.github.io
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But my company doesn’t develop software? 
That may be true, but you consume it, and as such, you’re subject to the same challenges…

Whether you develop or own the software you’re using or not, the same principles apply.  You 
must consider how everything we just discussed affects your “resilience,” — and antifragility.


In many cases, putting your most critical business processes and data in the hands of SaaS 
vendors with little to no recourse should something bad happen to them is potentially an even 
worse case scenario…
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INSANITY:

DOING THE SAME 

THING OVER & OVER 
AND EXPECTING 

DIFFERENT RESULTS
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Leadership

Waiting for an extinction event
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Organization & Culture

Not My Monkey…
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Signal vs Noise

Cognitive Load
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Outcomes

Surviving vs Thriving
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Incentives

Punitive
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Language

High Speed Operators of Meal Team 6
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OUT OF CLUTTER,

FIND SIMPLICITY.

FROM DISCORD,

FIND HARMONY.


IN THE MIDDLE OF

DIFFICULTY LIES

OPPORTUNITY.
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What I wanted you to take away:
1.I haven’t delivered a public talk in 7 years!

2.We are more art and compliance than science

3.Where we do make use of science, it’s siloed

4.We aren’t organized properly

5.We don’t define, model or manage risk well

6.We are not agile

7.Our definition of “Resilience” varies and it is 

insufficient

8.Instead of resilient, we need to be:  

9.We can be!
How’d I do?
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Twitter: @beaker

Email: choff@packetfilter.com (not work)

 christofer.hoff@goto.com (work)


Blog: http://www.rationalsurvivability.com

I Really Value Your Input.  Please Send Me Some...Positive Or Otherwise

mailto:choff@packetfilter.com
mailto:choff@juniper.net
http://www.rationalsurvivability.com

