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What | want you to take away:

1.1 haven’t delivered a public talk in 7 years.

2.We are more art and compliance than science

3.Where we do make use of science, 1t’s siloed

4.We aren’t organized properly

5.We don’t define, model or manage risk well

6.We are not agile

7.0ur definition of "Resilience” varies and it 1s
insufficient

8.Instead of resilient, we need to be:
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Oh for the love of Odin, not
another grumpy “InfoSec 1s
broken rant!?”
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What's missing is the context...
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Image: https://www.newyorker.com/humor/daily-shouts/word-salad-recipe-for-your-upcoming-corporate-meeting
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o Packet

Cyber "Resilience” - Context Matters

NIST SP 800-172
The ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses,

attacks, or compromises on systems that use or are enabled by cyber resources. Cyber resiliency
is intended to enable mission or business objectives that depend on cyber resources to be
achieved in a contested cyber environment.

Dot [ m | odm

Cybersecurity performance characteristics

Critical
Infrastructure

Critical
Infrastructure

NENMBLEIR-s"8  Resilience

Infrastructure
resilience

“The ability to adapt to changing conditions and prepare for,
withstand, and rapidly recover from disruption.” [WH 2010]
“Infrastructure resilience is the ability to reduce the magnitude
and/ar duration of disruptive events. The effectiveness of a
resilient infrastructure or enterprise depends upon its ability to
anticipate, absorb, adapt to, and/or rapidly recover from a
potentially disruptive event.” [NIAC 2010]

“...the ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions. Resilience

Stop more
attacks

W

1in 27 attacks
breach
security

1in 8 attacks
breach
security

FEDERAL
CHARACTERISTICS m NON-LEADERS AGENCIES

1in18 attacks
breach
security

> Resilience  includes the ability to withstand and recover from deliberate
Security and attacks, accidents, or naturall i inci & i
g 3 ) y occurring threats or incidents. Find breaches 88% detect 22% detect 45% detect
Resilience [WH 2013] faster breaches breaches breaches
“The ability of systems to resist, absorb, and recover from or @ in less than in less than in less than
DoD Operational adapt to an adverse occurrence during operation that may cause (N one day one day one day
Cybersecurity resilience  harm, destruction, or loss of ability to perform mission-related

Network -
Resilience
Engineering

functions.” [DoD 2014]

“The ability of the network to provide and maintain an acceptable
level of service in the face of various faults and challenges to
normal operation.” [Sterbenz 2006]

“The ability to build systems that are able to anticipate and
circumvent accidents, survive disruptions through appropriate

Fix breaches

faster

f

96% fix
breaches in 15
days or less

36% fix
breaches in 15
days or less

58% fix
breaches in 15
days or less

fiesliience Re§|llenFe learning and adaptation, and recover from disruptions by Redl_.lce breach 58% of 24% of 35% of
Engineering engineering restoring the pre-disruption state as closely as possible.” [Madni impact breaches breaches have breaches have
2009] 0 ?;V:a';? no impact no impact
Homeland . The ability to adapt to changing conditions and prepare for,
Resilience withstand, and rapidly recover from disruption.” [Risk 2010]
| Te— R

https://www.mitre.org/sites/default/files/PR_17-1434.pdf

https://www.accenture.com/us-en/insights/us-federal-
government/benefits-federal-cyber-resilience
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A purely fictional tale of “resilience”

enable mission or biusmess ob]éctlves that~ ep\e'nd
environment.
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Resilience...You keep

using that word...I it ,
do not think it - |
means what you N 3
think it means... 2
/

/ ~...and if it does mean
d’ . / " what yoﬂ' think it
e LS o A ) / means, it's probably
' not enoughiandjou

probably can’t

hieve it.
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‘Mindblowing ... |
a masberpiece’ ;

‘Hugely enjoyable -
compelling’

‘ ‘The black swan theory or
theory of black swan events
1s @ metaphor that describes

an event that comes as a
surprise, has a major effect,
and is often inappropriately

rationalized after the fact

with the benefit of hindsight. [ [

\/an

The Impact of Ghe Highly Improbable

Nassim Nicholas laleb
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Nassim Nicholas ZKeEs,

LN VAGILE

THINGS THAT GAIN

New Yor The Black Swan

“Startling. ..richly crammed with
insights, stories, fine phrases and
intriguing asides ... [ will have to

read it again. And again.”

—Matt Ridley, THE WALL STREET JOURNAL

Some things benefit from
shocks; they thrive and grow
when exposed to volatility,
randomness; disorder, and
stressors and'love adventure,
risk, and uncertainty Yet, in
spite of the.ublqmty of the
phenomenaon, there isino
wordifor. the ‘e‘xact opp051te
of fraglle et}m‘s call it
antlfragll’e
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The resilient resists shocks and stays the same; the antifragile gets better. 17

GAMN/ /N
BENEF|T

STRZSS/

Diagram by Bilgrin Ibryam - Redrawn by @johnmaeda CH D(N G E
https://maeda.pm/2019/02/24/antifragile/
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THIS 1s where Antifragile lives

I
'Re,,

(Hates Disorder) Volatility (Loves Disorder)

Harm or Penalize Not Change

Gain or Benefit
("Nothing to gain™) Change

Randomness ("Nothing to lose”)

Fragile Antiagile Robust l Agile  Antifragile

(Suffers and (Sustains and (Evolves and
Wants Tranquility (Not Adapts) Doesn't care too much . (Adapts) Grows from Disorder
“at best unharmed”) “at best and at worst unharmed”™ } “at worst unharmed”)

tmbrace Change  Embrace Disorder

Resist Disorder Resist Change ManageChange nspect & Adapt Adapt & Evolve
Resists shocks and stays the same Absorbs shocks and Gets better
(Resilient during normal change) ﬁ[,’,ﬁ,ﬁg (Resilient during unusual change)

Diagram by Bilgrin Ibryam - Redrawn by @johnmaeda - https://maeda.pm/2019/02/24/antifragile/
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TW: Security is — at best — (generally) here

Focus on stability, resist change, resist shock.

(Hates Disorder) Volatility

Harm or Penalize
("Nothing to gain™)

Not Change Randomness

(Loves Disorder)

Gain or Benefit

Change ("Nothing to lose”)

Fragile Antiagile Rokust Agile  Antifragile
(Suffers and (Sustaids and (Evolves and
Wants Tranquility (Not Adapts) Doesn't caré too much (Adapts) Grows from Disorder
“at best unharmed”) “at best and at wayst unharmed”) “at worst unharmed”)
Resist Disorder Resist Change Manage Change Er?]szr:c(;eacngf ET&'::%[]E'::;:’ :r
Resists shocks and stays the same Stres Absorbs shocks and Gets better
(Resilient during normal change) m[?j;’wgg (Resilient during unusual change)

R
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This1s NOT a new concept...

Systems are globally networked with
distributed control

Systems are unbounded with no
geopolitical boundaries

and outsiders
events

—
organizational control
Systems are bounded with defined
geopolitical boundaries

¥

Clear distinction between insiders and
outsiders

Predictable processing load and events ‘

Organization responsibility

Security as an overhead expense ‘

Technology, IT-based solutions ‘

¥

Distributed responsibility

¥

5 |

Survivability as an investment; essential
to the organization
Enterprise-wide, risk management
solutions

‘ ‘n recent years, there have been dramatic changes in the character of security problems, in their technical and
business contexts, and in the goals and purposes of their stakeholders. As a consequence, many of the
assumptions underlying traditional security technologies are no longer valid. Failure to recognize the depth and
breadth of these changes in combination prevents effective solutions to modern security problems.
Survivability provides a new technical and business perspective on security, which is essential to our search for
solutions. Moreover, our survivability approach expands the view of security from a narrow technical specialty,
accessible only to security experts, towards a risk-management perspective that requires the participation of an
organization as a whole (executive management, security experts, application domain experts, and othe
stakeholders) to protect mission critical systems from cyber-attacks, failures, and accidents.

Information Survivability: Required Shifts in Perspective, 1999 - Julia H. Allen and Dr. Carol A. Sledge, Carnegie Mellon SEI
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We conflate tactical informational and
taxonomic frameworks (what) and
directional linear action — “chains” (how)
— with decision systems for complex
system problems (why, when & who)
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Security: Data/Tech Rich & Information Poor

We have almost everything we need to make good decisions, we often don’t know how
AND we don’t have the processes or context to integrate them into how we do things

TODAY

Primarily Manual/Cautiously Automated

Weigh & Decide
Probe & Sense Categorize & Analyz¢ Model Risk in CONTEXT Act & Respond

S e n S O rS Automation S e n S e Automation D e C I S I o n Automation Leve rS/

SHOTGUNNED MELY ng Syste e ACtU ators

ACROSS
THE TECH STACKS

LOTS MANY FEW/NONE LOTS

*Depending upon organizational/tech stack maturity, task automation is:
0. Absent, 1. Instrumented, 2. Manually analyzed, 3. Augmented, 4. Automated, 5. Automatic, 6. Autonomic
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Optiv Cybersecurity Technology Map

Navigate Cybersecurity at Optiv.com
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This graphic doesn’t cover the startups or up-starts that this particular reseller/integrator doesn’t
represent. There are literally multiple thousands of vendors in the cyber security market space...

https://www.optiv.com/navigating-security-landscape-quide-technologies-and-providers
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Requisite Cat Picture
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https://www.fastly.com/blog/the-dept-of-know-live-sounil-yu-on-why-embracing-the-die-security-model-means-faster-innovation
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The Lockheed Martin Cyber Kill Chain™

-

4

N \

| + | - . | Command |
i Weaponization Exploitation | 2 Control |
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Recon Delivery Installation Exfiliration

https://www.netsurion.com/articles/eventtracker-enterprise-and-the-cyber-kill-chain
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MITRE ATT&CK

Globally-accessible knowledge base of adversary tactics and techniques based on real-
world observations.

ax piBaviiee:i:m xomae

Lot n o
D )

https://socradar.io/create-more-effective-soc-with-the-mitre-attck-framework/
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GoPacket o

The NIST Cyber Security Framework (CSF)

Provides a high level taxonomy of cybersecurity outcomes and a methodology to assess
and manage those outcomes.

DETECT

(<)

RESPOND

L

Asset Management

Business
Environment

Governance
Risk Assessment

Risk Management
Strategy

Awareness Control

Awareness and
Training

Data Security

Info Protection and
Procedures

Maintenance

Protective
Technology

Anomalies and
Events

Security
Continuous
Monitoring

Detection Process

Response Planning
Communications
Analysis

Mitigation
Improvements

* Recovery Planning
* Improvements
« Communications

https://www.dell.com/en-us/blog/strengthen-security-of-your-data-center-with-the-nist-cybersecurity-framework/
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Cyber Defense Matrix

Provides a mechanism to ensure that we have capabilities across the entire spectrum of
options to help secure our environments

Identify Protect = Detect Respond  Recover
' N |/ 3 ~ : - S |
. Config Mgt, | N Endpoint Detection & Response
Devices | ||vuin seanser|| [IF=to==mm | & el =
\ AV, HIPS EP Forensics
— < |\ ¥ | [ 8 .
. . gs‘r’ DAST' RASP, |
Applications == SWAsset Mgt WAF
'~ - n»/ i'& . r . . . ~
Networks | INeveorc vl ll Securty || e eaton |
etwor n \ I —
etwWorks |__Scanner ) \\(FW,IPS/IB% NW Forensics
Data Audit, (_Encryption, T I Deep Web, | ( ,
Data Discovery, Tokenization, Brian Krebs, { DRM Backup
Classification . ||| DLP,DRM FBI |
1! | - |
- Phishing & ¥ Insider Threat /"
Phishing Securi% Behavioral
Users simulations | Awareneyg | “anattics I
L 3.

Degree of Y Tateilele]
Dependency

https://cyberdefensematrix.com/
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Threat Modeling and STRIDE/DREAD/PASTA...
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https://www.synopsys.com/glossary/what-is-threat-modeling.html
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Bianco’s Pyramid of Pain & Effects/Outcomes

Detect Deny Disrupt Degrade Deceive Destroy
°© Tough! . Web Posicy o Create fake
Reconnaissance Analytics Prevent BEPGR
Forum Use 3 ¢
> Challenging Weaponization
abn Email AV Email re::::rdb::th
Sl Sl AR ° Annoylng Davery T Scanning Queuing out-of-office
Education
message
- Exploitation HIDS Patch DEP
DOMAIN NAMES o Simple
Installation
IP ADDRESSES o———0
Easy Cc2 NIDS NIPS ALY
Whitelist Throttling
HYTH Action on Proxy - HTTP
HASH VALUES o—o
TerlaI Objectives Detection Firewall ACL NIPS Throttling Honeypot

https://detect-respond.blogspot.com/201 3/03/the-pyramid-of-pain.html Mwiki, et. AL: Critical Infrastructure Security and Resilience (pp.221-244)
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FAIR Quantitative Risk Analysis

‘ ‘AIR 1S @ quantitative risk analysis model, whereas most
information security risk methodologies in use today are
Capability Maturity Models (CMM) or checklists.

Analytic models attempt to describe how a problem-
space works by identifying the key elements that make
up the environment and the relationships between those
elements — e.g., Newton's laws of the physical world
described how things like gravity work. If the models are
relatively accurate (no models are perfect), then analyses
performed using the models should consistently align
with our experience and observations.

With those elements identified, measurements can be
made that enable risk quantification and performance of
what-if analyses, neither of which can be performed with
checklist or CMM analyses.’ ’

https://www.fairinstitute.org/frequently-asked-questions

Forms of Lass

H Competitive Advantage l\ Loss of key differentiators e.g

Regu:latory body > fi
Class action lawsuits
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e
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|
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ost wages

Fragilence

The auantum state of survivable resilience in a world of fragile indifference

Response

Color Key
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If that's the case...

That seems like a sufficient amount of stuff to be able to assess our “resilience”
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These fellas disagree...

Jens Rasmussen

Simon Wardley
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Wardley Maps

A Wardley map is a map for strategy. Components are positioned within a value chain and
anchored by the user need, with movement described by an evolution axis driven by doctrine.
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The Strategy Cyecle
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Observe The two types of why

The aquantum state of survivable resilience ir

"All maps are wrong. Some are useful.”

Stage of Rvelution I

T T Irr ™w

Activity (used) Cenesis Custom Product (+rental) Cemmodity (+utility)
x-axis labels Data (implied)
(types of capital) Practice (implied
Kaowledge (implied)

Characteristics
Ubiquity Rare Slowly inereasing Rapidly increasing LA DI *; ;2:5;:::;“““ LR
e TRty Poorly understood / exploring tnae Rapid increases in learning / Fapid increases in use / increasing fit Commonly uncerstocd

unknown

discovery becones refining

for purpose

(in terns of use)

Publication Types

Describe the wonder ot the thing / the
discovery of some marvel / a new
land / an unknown frontier

Focused on build / construet /
avarenese and learning / many modele
of explanation / no accepted forms /

a wild wvest.

Maintenance / operations / installat:on /
comparieon betveen competing forme /
feature analysis e.g. merits of one nodel
cver another

Focused on use / increasingly an
accepted, almest invisible
component

General Properties

Market

Knowledge managemont

Undefined market

Uncertain

Forning market / an array of
competing forms and different models
of understanding

Learning oa use / focused on testing
prediction

Growing merket / consclidation to a few
competing but more accepted fornms.

Learning on operaticn / using
predicticn / verification

Mature marke. / stabilised to an
accepted form

kaown / accepted

Market (Ecosystem) Perception

Chavt.c (non lineer) / Doumein of the
“crazy”

Domain of “experts”

Increasing expectation of use / Duma.n of
“prcfessicnals”

Ordered (appearance of keing
linear) / trivial / formula to be
applied

User porception

Different / confusing / excitiang /
surprising / dangerous

Leading edge / emerging /
uncertainty over results

Increasingly common / disappointed if not
used or available / feeling left behind

Standard / expected / feeling of
skock if not used

Perception in Indusry!

Future source of competitive advantage
/ unpredictable / unknown

Seen as a competitive advantage / a
different:al / looking for ROI and
case examples

Ad 3 h gh impl ion /
teatures / this model is retter than that

Cost of decing business /
accepted / specitic defined nmodels

Focus of value

Understanding

Comparison

Migh future worth but immediate
investment

Poorly understosd /
unpredictable
Constantly changing / a differential /
unstable

Seeking ways to profit and & ROI /
seeking confirmation of value

Increasing understanding /
development of measures

Learning from others / testing the
vater / some evidential support

High profitability per unit / a valuable
nodel / a feeling of understanding /
focus on exploitation

Increasing education / constant
refinement of needs / measures

Competing models / feature difference /
evidential support

High volume / reducing margin /
importaat but invisible / an
essential component of something
more ccmplex
Believed tec be well defined /
steble / meesurable

Esseatial / any advantage is
operational / accepted norm

Failure

High / tolerated / assumed to be wrorg

Moderate / unsurprising if wrong but
disappointed

Not tolerated / focus on constant
improvement / assumed tc be in the right
direction / resistance to changing the
model

Surprisec by failure / focus on
operational efficiency

Market action

Gambling / driven by gut

Exploring a "found' value

Market aralysis / listening to customers

Metric driven / build what is

Efficieacy

Dbecision Drivers

Reducing the cost of change
(experimentation)

Meritage / culture

Reducing cost of waste (Learning)

Analysis & synthesis

FReducirg cost of waste (Learning)

Analysis & synthesis

Reducing cost of deviation (Volume)

Previcus experience

https://twitter.com/swardley/status/1041658298427211778
https://www.securitydifferently.com/the-future-of-infosec-is-interdisciplinary-and-integrated/

https://learnwardleymapping.com/
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Wardley Maps
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The Cynefin Framework

Unknown

CYNEFIN FRAMEWORK
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The auantum state of survivable resilience in a

COMPLEX COMPLICATED
* RETROSPECTIVELY ) = potentially KNOWABLE
COHERENT \ = cause-effect relationships
= cause-effect relationships ) separated in time and space
B not repeatable ’ = expert judgement, systems ¥
-+, = pattern management, mulf- ':fg thinking, scenario planning r\
'\, experimentation /’
4 probe > sense > respond 1)\ sense > analyse > respond

—— ™ DISORDERED
= — Y e

By

CHAOTIC ! SIMPLE
* INCOHERENT t * KNOWN

= cause-effect relaionships ! = cause-effect relationships

not perceivable perceivable, predictable and

s 7 = |
’ = stability focused interventions ’li repeatable f\
©./_ ) and crisis management | = SOPs; best practice S5 TN
; i [
{ 1]
act > sense > respond ‘.;." sense > categorise > respond
)i
/
<— UN-ORDERED N N\ ORDERED —p

The system is dynamic, the whole is greater than the sum of its parts, and solutions can’t be imposed; rather, they
arise from the circumstances...and involves large numbers of interacting elements. The interactions are nonlinear,
and minor changes can produce disproportionately major consequences. The system has a history, and the past is
integrated with the present; the elements evolve with one another and with the environment; and evolution is

irreversible.

https://thecynefin.co/about-us/about-cynefin-framework/

https://medium.com/10x-curiosity/know-your-domain-the-cynefin-framework-dc286 4855 8f1
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Cyneﬁn in Practice - Aeronautics

At first, nobody knew ‘what to
do to fly”.

Everyone suspected that it
could be possible by imitating
birds, but really, no one had a
clue.

M ’ Compllca

_M'ﬂsq’l "

As soon as the Wright brothers
developed the first successful
prototype airplane, everyone
started to know where things
were heading.

Two wings, a front Propeller,
etc.

Years passed and aircraft
design began to improve.

However, there was a problem:

Long and transoceanic flights
were a real challenge.

Today, there are no mysteries
for aircraft designers.

They know exactly how to
design a sdfe, durable and fast
airplane that can fly anywhere
in the world.

Many people tried to develop a
“flying machine” by building
different designs.

Sometimes, these designs
looked weird but... Who knew...

A good stable and safe plane
was still a long way off, but
people had clues to follow.

Engineers knew what they
needed, but not exactly how to
getit:

Isolated cabins.
Resistant materials.
Light fuselages.
Good Turbines
Cost-efficient.

There are still challenges in the
aircraft industry? Of course.

But the development of a
normal airplane that covers
the basic needs of “flight” is
well known in the aeronautical
industries

How could people make good
decisions?

Just trying things out and
learning what worked and
what didn't.

How could engineers make the
best decisions?

By Testing what was already
known and making small
improvements.

How could engineers make the
best decisions?

By analyzing hundreds of
materials, designs and Test
them to get what they knew
they needed.

If a group of engineers want to
develop a new plane in
this Clear situation:

They would apply all existing
knowledge and follow the
Steps necessary to build it.

https://www.consuunt.com/cynefin-framework/
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Cynefin in Practice - Perimeter Security /<.
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Left as an
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Jens Rasmussen: Safety Science & Human Facurs

4 Major Themes emerge from Rasmussen’s work:

1. Human operator performance results from behavior,
shaping constraints that we can identify and model

2. The human operator is a flexible and adaptive
element who “"completes the design of the technical
system (and compensates for its shortcomings)”

3. Human operators cope with complexity by applying
mental models and modes of performance (See: SRK
Model)

4. Risk management requires an understanding of the
socio-technical context of work

https://www.sintef.no/globalassets/project/hfc/documents/8-legacy-of-jens-rasmussen-andersen.pdf
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¥ |t's made of
PEOPLE!
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P

How do we apply all this stuff to what we do in InfoSec
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Jens Rasmussen: On Risk (& Antifragility) |

The auantum state of survivable resilience in a wo’

Real-World Risk Management requires multiple

strategies

Empirical strategy.

Domain characteristics:

» Complex set of hazard sources
* Loosely coupled work system

» Control by removing causes

* Defined by statistical analysis

Evolutionary strategy.

Domain characteristics:

* Well-defined hazards

* Loosely coupled systems

* Control by removing causes

* Defined by analysis of
past accidents

Analytical strategy.

-459 slope

>

Frequent, small

scale accidents: Occup;

ational accidents Domain characteristics:

* Well-defined hazard

* Tightly coupled system
shaping accident anatomy

* Control of accident process
after release

* Defenses identified by

Large-scale \_ predictive analysis
accidents: Nuclear power
(planl melt-down, chemidl
plant run-away

Major accidents:
Aircraft crashes; ferry
accidents; train crashes;
hotel fire

/

Log. frequency of accidents

.

N
Log. magnitude of loss from an accident

Figure 7. Hazard source characteristics and risk management strategies.

e
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Empirical strategy - where we can apply simple

Simple

controls (automated governance), things happen —wr—

often soit’s simple to study and discuss with

operators best approaches and heuristics to

control them iai Complicated

Evolutionary strategy - we can analyse past
events and understand how different parts of
sociotechnical system interacted to produce
conditions which led to incidents

Complex

Analytical Strategy - well-defined hazards but
entanglements of systems are numerous,
requires appreciation and understanding of
entanglements and how failures in one part of
the system can affect other parts

Rasmussen, J. (1997). Risk management in a dynamic society: A modelling problem. Safety Science, 27(2-3), 183-213. https://doi.org/10.1016/S0925-7535(97)00052-0

I

https://www.securitydifferently.com/rasmussens-systemic-risk-modelling-and-cyber-security/
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InfoSec in context: Process & Technology

Threat Modzis

frose 4- sense L5 RESPOND

{ (o)
s ®

SENSE < ANALYZE GB) RESPOND

Risk Analysis
Tactical models/chains

Human Factors @
Socio-Technical \ i :

Safety Boundaries Z LS

~~~~~~~~

Inventory of sensors,
sense making,
actuators/levers

St Gmeee]

oo @
AT @& SeNsE ¢ \zsmun@ SENSE < CATEGORVZE 3| RESPOND
best

practices

novel
strategics

Situational
Context:
Simple,; Complicated,
Complex, Chaotic

Threat/
Threat Actor

ATT&CK/DETTE&CT/ATTECK Flow Probe & Sense
Categorize & Analyze
Weigh & Decide

Act & Respond
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= Microsoft

Advancing InfoSec A
Towards an Open, Shareable, Contributor-Friendly: odel of %
speeding InfoSec learning ‘

Conventional Wisdom in Defense [ d

Center

Traditional Defenders

Modern Defenders

Defend a list of assets Defend a graph of assets
Manage incidents Manage adversaries
Minimize risks by keeping incidents secret Maximize learning by sharing incidents
with trusted outside peers
View pentest results as a report card View pentest results as an input
Think about stopping attacks They think about increasing attacker

requirements

https://www.youtube.com/watch?v=YOBF9Ecu9eM
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Modern Defense In Action - mers of Antifragility

S / " {>Diffused & Embedded Security
M .(|+CD & Security-as-a-service ( C.S)
™ Cloud & Site Reliability Engineering
bservability & Qetection Engineering
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https://twitter.com/wellawaresecure/status/1409842845285064707



There are two big shifts involved as teams begin to own
their end-to-end impact: software teams need to own
their own security now and security teams need to
become full-stack* software teams. Just as separate
product management and quality assurance
organizations diffused into cross-functional software
teams, security must now do the same. At his re:Invent
2018 Keynote, Amazon's CTO Werner Vogels proclaimed
that “security is everyone’s job now, not just the

7 V' /4

security team’s.

But if security is every teams’ job, what is the security
team’s job? Just like how classic ops teams became
internal infrastructure software teams, security teams
will become internal security software teams that
deliver value to internal teams through self-service
platforms and tools. Security teams that adopt this
approach will reduce the risk to the organization the
most while also minimizing impact to overall
productivity.”

https://www.youtube.com/watch?v=8armE3Wz0Ojk

(r)Evolution
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“/me = the inclusion of this word is, IMHO,
debatable depending on the definition of “stack”
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So we should just rename Do weeven want Devsecops ?
ourselves, right? e

Abhay Bhargav 1 = Dino A. Dai Zovi

\

*“" For one, devsecops fosters (or at least aims to) more collaboration with § Yeah, | feel like a [ot of “DevSecOps” still doesn't quite get the most
cross functional teams than traditional enterprise sacurity constructs. important aspect of having security *be* engineering teams to increase
Working with cross functional teams leads to a codified knowledge base empathy. Working to secure the org using the same tools and same
(automation) and the cycle continues. 1/ environment prevents “do as | say, not as | do”

.3

b Kelly Shortridge @ RSAC

\\ 0 . . . Avi Douglen
(}2" “;(; Evoelving'Secarity in context - Mario Platt s T R Nk i e
. ‘w Is who don’t arstand how t k with DevOps but who

people | process | technology - SO LS ; ort, ideally by buying a

y understand with a new shiny label™

If your strategy mentions the word ‘DevSecOps’ or Security in DevOps and you're not

’(7

. " A -
Vo
e Notincreasing the agency and ownership of security across your Product or Project
> teams in THEIR language, not YOURS

¢ Helping your Governance teams benefit from short feedback loops and training them
to understand DevOps

e Not enabling the best possible Developer and Engineering Experic[e'nce of Security you
can afford

e Not actively trying to breakdown silo-ed barriers and connect governance systems
You're probably doing it wrong!

broadlight.io

MORE VIDEOS

https://broadlight.io/resources/evolving-security-in-context-with-mario-platt
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GoPacket o

Conway’s Law

Organizations, who design systems, are constrained to produce designs which are copies of the
communication structures of these organizations.

MANG w“ﬂ.
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The Reverse Conway Maneuver should align teams
and architectures in a manner that lowers cognitive
load, minimizes dependencies, and matches product

direction.


https://teamtopologies.com/key-concepts-content/getting-started-with-team-topologies-infographic
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Team Topologies In a Nutshell

) FOUR FUNDAMENTAL TOPOLOGIES
4 fundamental topologies

_ e Stream-aligned team: aligned to a flow of work from (usually) a segment of the business domain
Stream-aligned team

Enabling team * Enabling team: helps a Stream-aligned team to overcome obstacles. Also detects missing capabilities.

Complicated Subsystem team e Complicated Subsystem team: where significant mathematics/calculation/technical expertise is needed.

Platform team e Platform team: a grouping of other team types that provide a compelling internal product to accelerate
e Toam delivery by Stream-aligned teams

‘g Topologies

) FOUR FUNDAMENTAL TOPOLOGIES - WITH THE FLOW OF CHANGE
4 fundamental topologies

The flow of change is shown left-to-right. Stream-aligned teams own an entire slice of the business

P — - domain (or other flow) end-to-end. The Stream-aligned teams are “You Built It, You Run It” teams.
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There are no hand-offs to other teams for any purpose. This diagram is a snapshot in time. The team
relationships WILL change as new goals are set and the teams discover new things.

‘s Team
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. . THREE TEAM INTERACTION MODES
3 core interaction modes

There are only three ways in which team should interact:
e Collaboration: working together for a defined period of time to discover new things (APIs,

. Collaboration . .
xasasa,};;ﬂ practices, technologies, etc.)
 Tes e X-as-a-Service: one team provides and one team consumes something “as a Service”

Team
I;. Topologies

e Facilitation: one team helps and mentors another team

https://teamtopologies.com/key-concepts
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Team Topologies — Enabling flow inSWE
@ Jdocker

Building Stronger, Happier Engineering Teams with Team Topologies

Docker Product Development - Previous Structure Docker Product Development - New Structure

Docker Hub Docker Compose / Engine Docker Desktop

. Growth ) Share

‘ Account & Growth Collaboration Inner Loop
team team team
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lAccounts & Growth Team

7 Stream-Aligned |7\ SaaSs expertise

Hub US team Cloud Tools team
Dasklop leam

Theme Growth North Ster KPIL Free-to-Fee, Gross Churn, Expansion ARR

customers: All customers and free users

Goal World-class onboarding {Docker ID, f2f, and follow-ups until engaged/activated),
cancellationirelention, and scaling exisling cuslomers in both breadth and depth.
Manage user-, team- and arg-level functionality of Docker: accaunts, authentication,
billing, invoicing, notifications.

Repositories: Fealures: Access Tokens. Merging Mulliple
. subscription accounts into annual
s saaS-mega e sirips N it i
o mercury-Ul e« 2fa Eusl::nphons, New Accounl for CI
« BF e garant
SINSES Location: Americas

https://www.docker.com/blog/building-stronger-happier-engineering-teams-with-team-topologies/ N.B. I don't work for Docker, not am | representing them or their use case beyond what’s public
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Team Topologies — Bursting the InfoSec Org Bubble

Docker Product Development - New Structure
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4 fundamental topologies o Stream-aligned team: aligned to a flow of work from (usually) a segment of the business domain

Stream-aligned team

Enabling team . Enabling team: helps a Stream-aligned team to overcome obstacles. Also detects missing capabilities.

Complicated Subsystem team

B, 7oitorm team . Complicated Subsystem team: where significant mathematics/calculation/technical expertise is needed.

. Platform team: a grouping of other team types that provide a compelling internal product to accelerate delivery by Stream-aligned teams

° Collaboration: working together for a defined period of time to discover new things (APIs, practices, technologies, etc.)
o X-as-a-Service: one team provides and one team consumes something “as a Service”

° Facilitation: one team helps and mentors another team

https://teamtopologies.com/key-concepts
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m . Dino A. Dai Zovi (is AFK)
—_j"}‘; @dinodaizovi

Replying to @Beaker @fsmontenegro and @TeamTopologies

It's almost like if technology isn't all built by one
monolithic org, then we shouldn't have technology
secured by one monolithic org either ;)

2:26 PM - Aug 7, 2022 - Twitter Web App

‘_/\ T —————— T W
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Lest we forget: The Rugged Manifesto

What is Rugged?

"Rugged” describes software development
organizations that have a culture of rapidly
evolving their ability to create available,
survivable, defensible, secure, and resilient
software. Rugged organizations use
competition, cooperation, and
experimentation to learn and improve rather
than making the same mistakes over and over.

Rugged is NOT a technology, process model,
SDLC, or organizational structure. It's not even
a noun. Rugged is NOT the same as secure.
Secure is a possible state of affairs at a certain
point in time. But rugged describes staying
ahead of the threat over time.

The Rugged Manifesto

I am rugged and, more importantly, my code 1s rugged.
I recognize that software has become a foundation of our modern world.
[ recognize the awesome responsibility that comes with this foundational role.

I recogmze that myv code will be used in ways I cannot anticipate, in ways it was not designed,

and for longer than it was ever intended.

[ recognize that my code will be attacked by talented and persistent adversaries who threaten

our physical, economic, and national securnity.

I recognize these things - and I choose to be rugged.

I am rugged because I refuse to be a source of vulnerability or weakness.
I am rugged because I assure my code will support its mission.
I am rugged because my code can face these challenges and persist in spite of them.

I am rugged, not because 1t 1s easy, but because it is necessary and I am up for the challenge.

https://github.com/rugged-software/rugged-software.github.io
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But my company doesn’t develop software?

Uber

Software is eating the
world, in all sectors

In the future every amazon
company will become a

founder of Netscape, Company
renowned Venture Capitalist
Andreessen-Horowitz

Whether you develop or own the software you’re using or not, the same principles apply. You
must consider how everything we just discussed affects your “resilience,” — and antifragility.

In many cases, putting your most critical business processes and data in the hands of SaaS
vendors with little to no recourse should something bad happen to them is potentially an even

worse case scenario...
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INSANITY:
DOING THESAME ||

THING OVER & OVER (@
AND EXPECTING .

DIFFERENT RESULTS
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The quantum state of survivable resilience in a world of fragile indifference

1ignal vs Noise
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Outcomes

Surviving vs Thrniving
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OUT OF CLUTTER, & =
FIND SIMPLICITY. & 2%
FROM DISCORD,
FIND HARMONY.
IN THE MIDDLE OF 4
DIFFICULTY LIES
OPPORTUNITY.
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What | wanted you to take away:

1.1 haven’t delivered a public talk in 7 years!

2.We are more art and compliance than science

3.Where we do make use of science, 1t’s siloed

4.We aren’t organized properly

5.We don’t define, model or manage risk well

6.We are not agile

7.0ur definition of "Resilience” varies and it 1s
insufficient

9.We can be! |F

How'dldo?



3 Packet

Work like Hell. Share all you know.
Abide by your handshake. Have fun.

— Dan Ceety —

Email: choff@packetfilter.com (not work)
christofer.hoff@goto.com (work)

Blog: http://www.rationalsurvivability.com
Twitter: @beaker

| Really Value Your Input. Please Send Me Some...Positive Or Otherwise


mailto:choff@packetfilter.com
mailto:choff@juniper.net
http://www.rationalsurvivability.com

