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WARNING

THIS PRESENTATION HAS BEEN RATED



That Sucks!



A public utility which 
utilizes common 
protocols (such as 
IP[ee]) to provide 
Sanitation as a 
Service utilizing 
multi-tenancy with 
shared 
infrastructure & 
plumbing abstracted 
from the content 
which it transports

Commode Computing?



In short, it’s 
harnessing 
other people’s 
plumbing to get 
your crap from 
one place to 
another without 
flushing away 
your resources

Commode Computing?



Commode  Computing

Is What We’ll End 
Up With Up With If 
Our Agile, Flexible 
and Elastic 
Resource Pools Are 
Ultimately 
Constrained By 
Manually-Operated 
or a simplistic 
monoculture of 
Crappy Security 
Tools



Notable 
Moments In 

Toiletry



Or...
Innovation 

In 
Sanitation































































Why has 
bathroom 
technology 
and 
automation 
advanced 
beyond that 
of IT Security?

Cloud?



SecurityOps

SysAdmins

Developers

NetAdmins
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Public?

Private?

IaaS?
PaaS?
SaaS?



Mobility



Packaging Problems

Virtual Machines







 The Perimeter Is Disappearing...



I Disagree...the Perimeter Is multiplying



But The Diameter Is Decreasing...



So Now We Potentially Have 
Thousands Of Micro Perimeters

With Cloud We Have 1000’s Of Micro-Perimeters



Individual Servers



Heavily Virtualized Fabrics...



...That Take Advantage Of Scale-Out...

The      IS The De Facto Perimeter

... ...



DistributedWorkloads



Heavily Automated



56

Except For Security

Doesn’t

Scale
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The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure Content & Context -
Data & Information



There’s No Discipline...

Infrastructure

Metastructure

Applistructure

Infostructure

Network Security
Host-based Security
Storage Security

Information Security

Application Security

...In Our Discipline



...Separately Based On Technology 
& Who Operates Them

Hardware

APIs

Facilities
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Platform
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SaaS

Provider
Application 

Security

Information 
SecurityNetwork, Host & 

Storage Security

How We Think About Security:



The Focus Is Here:

‣ Building Survivable 
Systems

‣ Building Secure Apps

‣ Securing Data
Not Much You Can

Do Below the Line...

Hardware
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Data

How We Ought To 
THink About “Security”



...Too Much Security

What We Have...

Cloud Hardware 
Infrastructure

Cloud Software 
Infrastructure

Workload Instances/VMs

A
P
I

A
P
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A
P
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Cloud Provider

Cloud Consumer

Compute
Network
Storage

(Commodity or 
Engineered)

Cloud Stacks
(Open Source, Open 
Core, or Proprietary)

Applications & 
Information
Within VM 
Boundaries

FW VPNIPS

RTG SWG LB
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P.O.S.
Programatically Orchestrated Security
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What We Need...



 

1. Design for Scale & Re-
define Deployment 
scenarios

2. Traffic steering/
Service insertion/
context - Physical and 
Virtual

3. Standardize On Common 
Telemetry & Consistent 
Policy Across 
Platforms 

4. More intelligence 
shared between infra-/
Applistructure 

5. Leverage guest-based 
footprint (IaaS)

6. Leverage Hypervisor, 
platform & software  
APIs

How To Get Kick-*aaS 
Automated Security



How Do We Get There?



 

Don’t 
Just Sit 
There...

It’s Not 
Going To
Automate
Itself

Step O
ne



 

Step O
ne

You Still Have To 
Manage The 
Basics:

‣Building 
Survivable 
Systems

‣Building Secure 
Apps

‣Securing Data

You Also can’t 
Expect the 
Cloud/Virt 
Platform 
Providers to Give 
you All you need

VM
s/C

ont
ain

ers

OS &
 Ap

plic
atio

nsDat
a



Step

Two

Recognize, 
Accept & Move On...

The DMZ 
Design 
Pattern Is 
Dead
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Figure 1.   
Traditional DMZ 
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VMWARE  BEST PRAC TICES

Fully Collapsed DMZTaking full advantage of VMware technology, this approach, 

shown in Figure 5, virtualizes the entire DMZ — including all 

network and security devices. Sometimes described as a “DMZ 

in a box,” this configuration enables you to maximize server 

consolidation and realize significant cost reductions.
This configuration fully leverages consolidation benefits. All 

servers and security devices are virtualized in this configuration, 

enabling you to isolate the virtual servers and the networks 

while managing communications between the zones with 

virtual security appliances. On the other hand, security appli-

ances in this configuration can also interfere with such VMware 

Infrastructure capabilities as VMware VMotion and VMware 

Distributed Resource Scheduler because of limitations in 

current virtual security devices. The introduction of the VMsafe 

security-specific APIs will remove these limitations in future 

releases of VMware Infrastructure.This completely virtual infrastructure can fully enforce isolation 

and security between the DMZ zones. You can locate virtual 

servers of different security levels on the same physical ESX host 

and bring network security devices into the virtual infrastruc-

ture. 
You must consider the same potential risks you would in a 

completely physical infrastructure, but with proper configura-

tion and application of best practices, you can mitigate those 

risks. Compared to the two other approaches discussed in this 

paper, this is the most complex configuration. Therefore, risks 

associated with misconfiguration are higher and you need to 

take great care when planning this configuration. You should 

enforce separation of duties by using roles and permissions 

within VirtualCenter. You should also plan and deploy virtual 

networks very carefully to make sure that the isolation of those 

networks is enforced and that any communications between 

virtual machines in separate networks are properly routed 

through the virtual firewalls as well as any other inline security 

devices you are using.It is especially important in this configuration that you audit the 

configurations of virtual firewalls and virtual switches for consis-

tent policy and settings, because all of the zone enforcement is 

performed in the virtual environment. If the policy is different on 

any of the virtual firewalls or virtual switches, you might see such 

issues as dropped connections when a virtual machine is moved 

using VMotion. 
You can use 802.1q VLANs in this configuration, but VLANs are 

not required as they are in the partially collapsed DMZ with 

virtual separation of trust zones. With a fully collapsed DMZ, you 

need a minimum of three NICs per ESX host — one to connect 

to the Internet, a second to connect to the internal network, 

and a third for the ESX service console or management network.

VMware strongly encourages NIC teaming for redundancy, so 

Figure 5 — Fully collapsed DMZ
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Make Use Of 
Existing/New 
Services...

...But Don’t Re-
Invent The Wheel, 
Either...

You don’t have
to do it all 
Yourself:
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Where Should Security Be Delivered? 
Hardware, Virtualization/Cloud 

Platform Or Ecosystem?
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Demand & Use Programmatic Interfaces (P.O.S.) From Security Solutions 
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Encourage 
Network & 
Security 
Wonks To 
Become 
Nimble, Agile 
& Flexible
With Tools/
languages 
Like Chef, 
Puppet, & 
Cfengine, 
Python, 
Powershell
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Five.

The network Is Evolving
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Five.

Programmability...
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Squash 
Inefficiency & 
Maximize 
Efficacy:

Automate Audit 
& Compliance 
Data Collection

Step Six

www.CloudAudit.org

http://www.CloudAudit.org
http://www.CloudAudit.org
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Dev + Ops + Security 
Need To Make Nice
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Fork You & The Process You Rode In On
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AppSec/
SDLC Is 

Huge

Devs Don’t 
Necessarily 
make good 

security 
and vice 

versa



 

Automating 
Data 

Protection:

The Final 
Frontier...

Step Nine



Cloud: The Revenge of 
VPN and PKI



Today’s Virt/Cloud Security:
Highly scaleable, cheap or 

more bundled security.
 Pick 2 (?)



To Truly Leverage Cloud
Computing, Security 
Must Scale At The Same 
Pace As The Workloads It 
Is Supposed To Protect.

It’s Never Too Late 
To Automate



Don’t Settle For The 
Same Old Crap(per)...



Just Say No To 
Commode Computing



Please 
Contribute

http://www.cloudsecurityalliance.org

http://www.cloudsecurityalliance.org
http://www.cloudsecurityalliance.org
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