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Swedish nuclear reactor fire
was caused by forgotten
vacuum cleaner

Save this story to read later

g Recommend 9 people recommend ' &

i,
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A FORGOTTEN vacuum cleaner was the cause of a firex
a nuclear reactor near the western city of Gothenburg

which cost the plant's operator hundreds of millions of
dollars, Swedish television channel STV reported.




A PUBLIC UTILITY WHICH
UTILIZES COMMON
PROTOCOLS (SUCH AS
IP[EE]) TO PROVIDE
SANITATION AS A
SERVICE UTILIZING
MULTI-TENANCY WITH
SHARED
INFRASTRUCTURE &
PLUMBING ABSTRACTED
FROM THE CONTENT
WHICH IT TRANSPORTS

COMMODE COMPUTING?



IN SHORT, IT’S
HARNESSING
OTHER PEOPLE’S
PLUMBING TO GET
YOUR CRAP FROM
ONE PLACE TO
ANOTHER WITHOUT
FLUSHING AWAY

] YOUR RESOURCES

COMMODE COMPUTING?




IS WHAT WE’LL END
UP WITH UP WITH IF
OUR AGILE, FLEXIBLE
AND ELASTIC
RESOURCE POOLS ARE
ULTIMATELY
CONSTRAINED BY
MANUALLY-OPERATED
OR A SIMPLISTIC
MONOCULTURE OF
CRAPPY SECURITY
TOOLS




NOTABLE
MOMENTS IN
TOILETRY




IN
SANITATION

OR...
INNOVATION
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Cummings Patents the Valve-Type Toilet 'S Trap'
1775 A.D.

The main problem of Harrington's WC was the automa
of the water disposal. The S Trap helped solve this
problem.
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WHY HAS
BATHROOM
TECHNOLOGY
AND
AUTOMATION
ADVANCED
BEYOND THAT
OF IT SECURITY?
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WORKLOADS =] DISTRIBUTED




HEAVILY AUTOMATED




EXCEPT FOR SECURITY












THE STACK

INFOSTRUCTURE

APPLISTRUCTURE

METASTRUCTURE

INFRASTRUCTURE

CONTENT & CONTEXT -
DATA & INFORMATION

APPS & WIDGETS -
APPLICATIONS & SERVICES

GLUE & GUTS -
IPAM, IAM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -
COMPUTE, NETWORK, STORAGE

L



THERE'S NO DISCIPLINE...

ooooooooooooooooooooooooooooooooooooooooooooooooooooooo

! INFOSTRUCTURE »INFORMATION SECURITY
| APPLISTRUCTURE § * APPLICATION SECURITY
! METASTRUCTURE |

| INFRASTRUCTURE |

NETWORK SECURITY
HOST-BASED SECURITY
STORAGE SECURITY

...IN OUR DISCIPLINE &




NETWORK, HOST &

STORAGE SECURITY
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Infrastructure as a Service (laaS)

Platform as a Service (PaaS)

Provider

INFORMATION
SECURITY

Presentation
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Core Connectivity & Delivery
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Infrastructure as a Service (laaS)

Facilities
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Platform as a Service (PaaS)
Software as a Service (SaaS)
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Cloud Consumer@)

Workload Instances/VMs

=

Cloud Software
Infrastructure

...................................................

Cloud Hardware
Infrastructure

Applications &
Information
Within VM
Boundaries

Cloud Stacks
(Open Source, Open
Core, or Proprietary)

Compute
Network
Storage

(Commodity or

Engineered)

Example Security Controls
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Example Security Controls
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PROGRAMATICALLY ORCHESTRATED SECURITY



DESIGN FOR SCALE & RE-
DEFINE DEPLOYMENT
SCENARIOS

TRAFFIC STEERING/
SERVICE INSERTION/
CONTEXT - PHYSICAL AND
VIRTUAL

STANDARDIZE ON COMMON
TELEMETRY & CONSISTENT
POLICY ACROSS
PLATFORMS

MORE INTELLIGENCE
SHARED BETWEEN INFRA-/
APPLISTRUCTURE

LEVERAGE GUEST-BASED
FOOTPRINT (IAAS)

LEVERAGE HYPERVISOR,
PLATFORM & SOFTWARE
APIS




How DO WE GET THERE?







YOU STILL AVE TO
MANAGE THE
SASICS:

SBUILDING
SURVIVABLE
SYSTEMS

SBUILDING SECURE
APPS

SECURING DATA

YOU ALSO CAN'T
EXPECT THE
CLOUD/VIRT
PLATFORM
PROVIDERS TO GIVE

YOU ALL YOU NEED
[ ]




RECOGNIZE,
ACCEPT & MOVE ON..

THE DMZ
DESIGN
PATTERN IS
DEAD



Highly available and scalable web hosting can be complex and
expensive. Dense peak periods and wild swings in traffic patterns
result in low utilization rates of expensive hardware. Amazon Web

Services provides the reliable, scalable, secure, and high-

performance infrastructure required for web applications while
enabling an elastic, scale out and scale down infrastructure to
match IT costs in real time as customer traffic fluctuates.
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THE MODEL EVOLVES... ¥

Firewall 1pg/;pg

lirtual Appliance(s)
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e
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http://www.muranosoft.com/Outsourcingblog/content/binary/WindowsLive Writer/MicrosoftsWindowsAzure CloudC?mputinginA cEl 8D4/H


http://www.muranosoft.com/Outsourcingblog/content/binary/WindowsLiveWriter/MicrosoftsWindowsAzureCloudComputinginAc_18D4/Multidraw_thumb.png
http://www.muranosoft.com/Outsourcingblog/content/binary/WindowsLiveWriter/MicrosoftsWindowsAzureCloudComputinginAc_18D4/Multidraw_thumb.png

MAKE USE OF
EXISTING/NEW
SERVICES...

...BUT DON'T RE-
INVENT THE WHEEL,
EITHER...

YOU DON'T HAVE
TO DO IT ALL
YOURSELF:

eMNSTRATUS RIGHTSCaLe’
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THREE
= VAN

WHERE SHOULD SECURITY BE DELIVERED?
HARDWARE, VIRTUALIZATION/CLOUD
PLATFORM OR ECOSYSTEM?






ENCOURAGE
NETWORK &
SECURITY
WONKS TO
BECOME
NIMBLE, AGILE
& FLEXIBLE
WITH TOOLS/
LANGUAGES
LIKE CHEF,
PUPPET, &
CFENGINE,
PYTHON,
POWERSHELL
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SQUASH
INEFFICIENCY &
MAXIMIZE
EFFICACY:

AUTOMATE AUDIT
& COMPLIANCE
DATA COLLECTION

WWW.CLOUDAUDIT.ORG @



http://www.CloudAudit.org
http://www.CloudAudit.org




STEP

FORK YOU & THE PROCESS YOU RODE IN ON

SEVEN



HUGE




AUTOMATING
DATA
PROTECTION:

THE FINAL
FRONTIER...







PICK 2 (?)




TO TRULY LEVERAGE CLOUD
COMPUTING, SECURITY
MUST SCALE AT THE SAME
PACE AS THE WORKLOADS IT
IS SUPPOSED TO PROTECT.

IT'S NEVER TOO LATE
TO AUTOMATE









SEARCH INITIATIVES y

MAARE MSAK  Cloud Vol ol n )
LIV WMl Audit I

Cloud Controls Matrix Consensus Assesments Cloud Audit Cloud Trust Protocol
Security controls framework for Initiative Forum in which providers can The mechansm by which cloud
clowd provider and cloud Research tools and processes automate the Audi, Assertion, service consumers ask for and
consumers %0 perform corsistent Assessment, and Assurance receive information about the
messurements of cloud (A5) of IaaS, PaaS, and SaaS elements of transparency as
provicors envronments appled to cloud servce
providers
C ’O Ud Security Guidance for Cloud Metrics Trusted Cloud Initiative
Critical Areas of Focus in Metrics designed for Cloud Secure, interoperable dentty in
S,RT Cloud comwﬂng Controls Matrix and CSA the cloud
Foundational best practices for = OUCance
CloudSIRT securing cloud computing

Enhance the capabiity of the
cloud community o prepare for

and respond o vulnerabiities, Common Assurance Top Threats to Cloud CSA GRC Stack

threats, and incidents in order 1o Maturity Model Computing inegrated suite of 3 CSA

preserve rust s coed Benchmarks capabiities 1o Threat research updated twice ntiatives: CloudAudit, Cloud

compuing el er informaton assurance yearly Controls Matrix, CAl
masurty of SPOCHC SOMLONS Questionnaire

PLEASE
CONTRIBUTE

HTTP://WWW.CLOUDSECURITYALLIANCE.ORG



http://www.cloudsecurityalliance.org
http://www.cloudsecurityalliance.org

NOTICE

EMPLOYEES S

MUST WASH
HANDS BEFORE

RETURNING

TO WORK




