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Talking Heads & Shark Jumping
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Corrosive (t)Rust
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Stacked Turtles & Pwnage
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I_FIZ‘ All Comes Down To Truust...
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Visual Model Of NIST Working Definition Of Cloud Computing
http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.htm|
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Broad . - . On-Demand
| Network Access ] [ Rapid Elasticity ] [Measured Serwce] [ Self-Service ]

nfrastructure

Resource Pooling : )
Resource Democratization
/ \ ° °
[ 1 [ ] [ 1 Services Oriented
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Self-Service, On-Demand
Elasticity/Dynamism

~ Public M ) @ Y " Utility Model Of Consumption
e e I & Allocation

amazoncom.

web services
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Beﬂfné LWith a S/nﬂ/ e S/ide , I Does ...
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Stand-Alone

Data Centers

Intercloud

Virtual
Private Cloud

Federation / Workload Portability / Interoperability

Hybrid Clouds




(See|) 921195 e sk ainjonJisedju|

Core Connectivity & Delivery
Hardware
Facilities

Abstraction
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Clowd Mode/ ::
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Core Connectivity & Delivery
Hardware
Facilities

Abstraction
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Presentation
Platform

Hardware
Facilities

Applications
Metadata
Core Connectivity & Delivery

Abstraction

Presentation
Modality
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Clowd Mode/




Lots OF K aaSes. \/ar/az‘ rons On A 77’18/)78

Packaging these up in combination yields lots of *aaS(es):

Storage as a o Integration as a
Service Service

Database as a o Security as a
Service Service

Information as a 2 Management as a
Service Service

Process as a J Testing as a
Service Service...
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Presentation Presentation
Modality Platform

APIs

—

Applications

\———————

Core Connectivity & Delivery

a Service (laaS)
Service (PaaS)
Service (SaaS)

Abstraction

Hardware

Facilities




7 Ao Many Dimensions OF Clowd 1 PaaS

Abstraction

Platform as a Service (PaaS)

Infrastructure as a Service (laaS)
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The SPLT Clowd Mode/

Software as a Service

(Saa$) End Users

Plaform as a Service
(Paa$) Developers

Infrastructure as a Service .
(laas) SysAdmins
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( 0S & Applications )
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( VMs/Containers ) = I




4// Yoa, Bdéy...

7.2. Security. We strive to keep Your
Content secure, but cannot guarantee
that we will be successful at doing so,
given the nature of the Internet...you
acknowledge that you bear sole
responsibility for adequate security,
protection and backup of Your Content
and Applications...We will have no
liability to you for any unauthorized
access or use, corruption, deletion,
destruction or loss of any of Your
Content or Applications.
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PaaS Secar/z‘y ¥ Programmafic

Platform as a Service (PaaS)




2.1. You must provide accurate
and complete registration
information any time you register
to use the Service. You are
responsible for the security of your
passwords and for any use of your
account. If you become aware of
any unavthorized use of your
password or of your account, you
agree to notify Google
immediately.
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SaaS Secar/z‘y

Presentation
Platform

Presentation

Modality

Applications

Metadata

Provider

]rl

Core Connectivity & Delivery

Abstraction

Hardware

Facilities




(Food Hs Good (7ets...

8.3. Protection of Your Data. Without limiting
the above, We shall maintain appropriate
administrative, physical, and technical
safeguards for protection of the security,
confidentiality and integrity of Your Data
We shall not (a) modify Your Data, (b)
disclose Your Data except as compelled by
law in accordance with Section 7.5
(Compelled Disclosure) or as expressly
permitted in writing by You, or (c) access
Your Data except to provide the Services or
prevent or address service or technical
problems, or at your request in connection
with customer support matters.
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Presentation
Platform

Hardware
Facilities

Applications
Core Connectivity & Delivery

Abstraction

Presentation
Modality
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Core Connectivity & Delivery
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So What Does That Keally Mean?
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So much better than pirates.




Clowdiforncation: Stacked Tuwrdles (6‘, F)‘Oﬁ\s )

wea
one goes, they all go
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http://blog.mobissimo.com/archives/392-Air-Deccan-Finds-New-Uses-For-Tape-Airplane-Wing-Repair.html
http://blog.mobissimo.com/archives/392-Air-Deccan-Finds-New-Uses-For-Tape-Airplane-Wing-Repair.html

Kules OF the Koad

The only thing keeping
you alive are some

painted yellow lines, a
general agreement that
everyone wants to
arrive at their final
destination & the trust
that each will keep to
their side of the road...




Kules OF the Koad

The only thing keeping
you alive are some

painted yellow lines, a
general agreement that
everyone wants to
arrive at their final
destination & the trust
that each will keep to
their side of the road...




What Have Clocd &
\//rZ(L( alizalion Providers

Done To Earn Ouwr Trest?

Introduction of monocultures
Information Leakage

Substantial Downtime

Security By Obscurity




Web3.0/ Infrastructure 2.07,/Security 1.3a?

Achtung! Divergent Models

Das Cloud

Web2.0

1995
1997

1998
1999

| 2001

2003

Developers
CGl, PERL
ASP, JSP

EJB, J2EE, DCOM

SOAP, XML
Rest, SOA

Web 2.0

Network firewalls,

Network firewalls,
Network firewalls,

Network firewalls,
Network firewalls,

Network firewalls,

{
E Client/Server

ar Peterson
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The Security Hamster Sine Wave of Pain

Network
Centricity

User
Centricity

Information
Centricity

Application
Centricity

Control Deployment/Investment Focus

Host
Centricity
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The Security Hamster Sine Wave of Pain

We Are Here

Network
Centricity y

User
Centricity

Information
Centricity

©

Application D
Centricity O
O

Control Deployment/Investment Focus

Host \/
Centricity - ‘

Deployment Is Here _
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Presentation
Platform

Applications
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Facilities
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Integration & Middleware
Core Connectivity & Delivery

Abstraction

Presentation
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Infrastructure




2Clowd anaZ‘oMy

2 Content & Context -
Apps, Data, Metadata, Services

2 Glue & Guts -
IPAM, IAM, BGP, DNS, SSL, PKI

2 Sprockets & Moving Parts -

Infrastructure Compute, Network, Storage
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The Cloud can provide the following security benefits:

® Centralized Data (sort of...)

® Segmented data/applications

® Better Logging/Accountability

® Standardized images for asset deployment

® Better Resilience to attack & streamlined incident
response

® More streamlined Audit and Compliance
® Better visibility to process

® Faster deployment of applications, services, etc.
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Infrastructure

® Security becomes a question of SCALE...
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A Examp/e s Irn Order...

Imagine a fictional Public laaS Cloud
Provider...

Let’s call them “Da Nile Web Services™”

Virtualization, multi-tenancy & Isolation
based on a VMM: Elastic Compute, T ln‘

.‘ NT——2 = |
Network & Storage Services... ‘.\%EIQEE_JE\?//\-

Let’s take a journey & imagine how what
we’'re going to discuss might affect this .
fictional provider of service

*It ain’t just a river in Egypt (or South America...)
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Infrastructure DO /[ .I

® As large Cloud providers
consolidate to mega
datacenters, bandwidth, peering
& transit traffic patterns will shift
based on the physical location

Mobility of NextGen

Infrastructure & virtualization/
Cloud tech. will exacerbate this

Shared infrastructure increases
the failure impact radius
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Submarnne cables
iected f"..

the ecarthquake

Submanne cables
not atfected by
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Earthquake epicenter
December 26, 2006

) 2007 TeleGeography Research
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The beauty of Cloud is that with }
infinite scale comes infinite FAIL!




i Bit Buckets, Carrier Edhernet,
MPLS and L2/3 VPNs .

N

A Infrastructure
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Core Infrastructure Exploits

ERNW's Carrier Ethernet &
MPLS subversion (Owning
Carrier Networks) o~

o16ew awos yym JIjds o)

’
e

'f
-
-
"
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Carriers & the NSA’s “free | [, 2\

email/voice archiving”

Big, Flat L2 networks bring
Old Sk0OI 1337 back.

Remember Yersinia®

TELLR9LZ6L BTN




2 CPU/Chipset &
VMM Compromz‘é e
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Infrastructure -- Shared \/M / \/4 / 4 MTs

Home Resources

Amazon EC2

Amazon Elastic
MapReduce

AWS Management Console BETA

Amazon
CloudFront

Amazon EC2

I v 7*;'.‘_” mazon Machine Imaces

» EC2 Dashboard

» Instances
AGES
> AMIs

» Bundie Tasks

OCK STORE

» Volumes

» Snapshots

» Elastic IPs

» Security Groups

» Key Pairs

25 Laurch

Viewing: A/l Images
AMI ID
) ami-8c556206
@) ami 61550206
‘\ ami-a21affcb
o) ami-a21cfccd
o ami-acicfccs
) ami-b454b3dd
o) ami-bd9d7804
o ami-c64daaal
‘\ ami-c74dasse
@) ami-d1ca2008
@ ami-d84daab1
@) ami-d94daab0

v & ami-daddaab3

N

"3 Regster New AMI

s || Al Patforms <
Manifest
ec2-paid-ibm-images/lotus-web-content-management-standard-edition-£
ec2-paid4bm-images/websphere-portal-and-otus -web-content-managen
ec2-publicimages/fedora-core-6-x86_64-base-v1.06. manifest.xml
ec2-paid-ibm-images/db2-workgroup-9.7-64-bit. manifest. xml
ac2-paid+bm-images/db2-express-9 7-32-bit. manifest. xmil
ec2-paid-bm-images/websphere-smash-32-bit. manifest. xmil
ecZ-public-mages/demo-pad-AMI_mandest. xml
ec2-public-windows images/SqiSvrStd2003r2-x86_64-Winw1.06. manife
ec2-public-windows-images/SqlSvrStd2003r2-x86_64-WirAuth-v1.06.m
aws-toolkit-for-echpse-amis-us/haproxy-« 1,0.2. manifest. xml
ec2-publicowindows images/SqiSvrExp2003r2-xB8_64-Win-v1.08 manif
ec2-publicwindows images/SqiSvrExp2003r2-x86_64-WinAuthwv1.06.
ec2-public-windowsimages/SglSvrExp2003r2-1386-Win-v 1.06. manifest

- . . N T .-

Visibility
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public
Public

Public

-

Platform

(_\ Other Linux
(-\ Cther Linux
@ Fedora

4} Other Linux
{\ Other Linux
{\ Other Linux

{\ Other Linux

A¥ Wincows
AY Windows
(_\ Other Linux
AY Windows
A Windows
AY Windows

e o

1 Amazon Machine Image selected
“ AMI 1D: ami-daddaab3
Owner: amazon
Visibility: Public

State: available

Manifest:

Product Code: -
Architecture: (386

Image Type: machine

ec2-public-windows-images/SqISvrExp2003r2-i386-Win-v1.06 manifest. xml

Kernel ID:
Ramdisk ID:

Platform:

Welcome, Christofer Hoff | Seuings | Sign Out

Windows

ShowHide

=
-

" Refresh o Hebp

itosoor277AMs Y]




Infrastructure -- S/’/drea/ MM/V4/4M15
Gartner: You want cloud? You nee... Virtual Appliance Marketplace , =/ =
Virtual Appliance Fnhrko‘;plac\f} ﬂ Vit Agplance Unen
#m/) / Virtual Appliance Providers

Latest Reviews

Wow - recommend...

We had troubles with our IT
secunty. Then we came across
the guys from underground_B. We

BitNaml Joomla! Stack 1.5.14-0

t"»'.lx » Downloa B
yx VMware distribution of Joomia!, Apache, MySQL and PHP » Learmn More
B rwvions) Ubuntulinux

Joomla!
secunty tumkey cms mysql
anfienam Quarues lruall ardicie




Infrastructure :: qup/ng Clowd Irfrastrectere

® Cloud Cartography™ -
Mapping Cloud Infrastructure

& Brute Forcing Co-Resident
EC2 AMIs w/ Side-Channel
Attacks

* Ristenpart, Tromer, Shacham, Savage
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http://www.jackofallclouds.com/2009/09/anatomy-of-an-amazon-ec2-resource-id/
http://www.jackofallclouds.com/2009/09/anatomy-of-an-amazon-ec2-resource-id/

Infrastructure :: vMolion Poisorn Polionr

® John Oberheide’s™ vMotion subversion
(with extensions re: long distance
VMotion over said Carrier Ethernet/

MPLS)

*Oberheide, Cooke, Jahanian




Infrastructure  © Cloctdberst VM fécqpeé

® Cloudburst YM
Escapes™ - Abusing
emulated device
drivers to provide
host to guest escape
in virtualized
environments

*Kostya Kortchinsky Immunity, Inc.




- : BGP, DNS & SSL.
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Each cloud is a system unto itself.
There is no way to express the
idea of exchanging information

between distinct computing
clouds because there is no way
to express the idea of “another
cloud.” ...there is no way to
express how that protection is
provided and how information
about it should be propagated to
another cloud when the data is

transferred.
'/

://blogoscoped.com/archive/2008-01-22-n10.hfm



http://blogoscoped.com/archive/2008-01-22-n10.html
http://blogoscoped.com/archive/2008-01-22-n10.html
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* Developers want to point-click-deploy to Cloud from an IDE

* To them, Cloud is a platform with API’s & Interfaces, not infrastructure
® Metastructure *should® be transparent, but isn't

® [nfrastructure breaks infostructure, metastructure breaks infrastructure
® Rock, paper, scissors
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®0o http://www.bitbucket.org/
[ 4| » ] [ 4+ |63 http:/ /www.bitbucket.org/ C] (Qv Google
) B8 Ciscocom CEC Linksys Scientific Atlanta WebEx CEC Indexesv Common Toolsv Internal Supportv Job Role Dashboardsv Theatres & Locationsv  Apple Google N

Something is going on with our storage (again) ‘3 bitbucket

Last night (around 23:00) the io reque: -~ Aigks we have running on the Amazon EBS started queuing up, as the disk didn't answer the questions it got fast enougl
moved the instance, disks and such to *~_hut it still seems to be faulty, laggy and just not working. As this is a major problem with the underlying archi
hands, and there is really not much w

I'm very sorry about this, as you gu o>~ T am 100, and if this does indeed turn out to be amazons fault, we
that.

Normally, I would update this pa
When I know, you'll know.

And as always I want 1o stress
Feel free to have a look at me or

UPDATE: Our EC2 instances have a very bad cont lume, the load goes up, since it ca
site was "back”, the EBS mounts were acting better, but now the . this. They've been alarmed, and »

subscription, so they can act as quickly as possible. ~
What's even more frustrating is that Amazon doesn't want to acknowledge the problem. They cl clearly not. We're also not the onl

http://twitter. com/obrien99/status/4576436793
hup://developer.amazonwebservices.com/connect/thread.jspa?threadID=3301 S &tstart=0

We're very frustrated by this, especially since it's totally out of our hands. We'll keep you posted.
UPDATE 2: We were back for about 5 minutes before the EBS dropped its cookies. Enjoy this status page a while longer.

UPDATE 3: Amazon has acknowledged that there is in fact a problem. They're investigating, and we're waiting for the go-ahead.
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» 4+ 3 htp://blog.bitbucket.org/2009/10/04 /on-our-extended-downtime-amazon-and-whats-coming/ B¢ Q } 6 "»

(1] %85 Ciscocom CEC Linksys Scientific Atlanta WebEx CEC Indexesy Common Toolsv Internal Supportv  Job Role Dashboards v  Theatres & Locationsvy  Apple Coogle Maps Wikipedia YouTube Yahoo! News (459)v »

From this point on, we were treated like they owed us money, which is quite the difference from
basically being called a liar earlier on.

Closing in (15 hours after reporting it)

OK, so we are finally getting somewhere. We all agreed that there was a spd
problem between our EC2 instances and our EBS. This is aroung
asked me to try and put the application back onlin~

| kindly asked the manan~- "'
He said he w-

Jthing went back to normal.

We surve BeIding that everything was holding up
fine, we w
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< | » | | 4+ ) hp://blog.bitbucket.org/2009/10/04/ P
(1] %8 Ciscocom CEC Linksys Scientific Atlanta YouTube Yahoo! News(459)y »

From this point on, we were treated like they
basically being called a liar earlier on.

'/ F . I
Closing in (15 hours after reporting it) I yo U SI n g e_so U rce yo U r
OK, so we are finally getting somewhere. W

problem between our EC2 instances and our i n fra Si.ru CtU re p rOVi d e r, 0 n e d CIY

asked me to try and put the application back

| kindly asked the manager | had on the pho YOU,re QOing |'0 get )’OUf bUinll

He said he wasn't really sure, and that he w

bitbucket

orer ~ handed to you on a platter. The

| dial in, and they start explaining what the

Now, | have been specifically advised not t¢

appearance of ‘infinite scale’ does
eweeep® ot mean you'll automagically

page, as well as on IRC, but let me re-itera )

Y realize ‘infinite resilience or

basically eating away all bandwidth to the b

acceptable speed from our EBS, as that is « availqbilityll

DDOS. That's nice.

This is 16-17 hours after we reported the pi
take so long to discover? Oh well.

Amazon blocked the UDP traffic a couple o
We surveyed the services for a while longe
fine, we went to bed (it was 4am in the mor




- Miswunderes Cimalion

® DDoS & EDoS - Economic
Denial of Sustainability
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Infostructure - Z_Q}/@/‘ S’

® Systemic process changes
that affect how users
interact with services that
can change at a moment’
notice

® The ‘Oops’ factor
(esp. in Saa$) is
going to be an
Issue...




Home >

Twitter is over capacity.

Too many tweets! Please wait a moment and try again.

o

@Q
W

rett Lyon

D e e e e e e e e O

About Us Contact Blog Status APl Help
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Varnish

Routing
Mesh

S
Database

Replication Efffffffj
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Perception IS Reality

20 Clowd Providers
You: Can Z YWave T Both /Jays

You Can’t Claim:

® Service Superiority & Availability
® Better Security

® Better Performance & Cost

Back That Up With:

® 1990’s SLA’s

e Outages & Breaches

* Lack Of Support

And Then Say:

¢ IT Goes Down, So We Can Too
* Your Expectations are Too High
* We're Still Better...
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Application/WebApp Insecurity, SQL
Injection, Information Exfiltration

BGP, SSL & DNS Hijacking

MPLS, Routing & Switching, Chipset &

Infrastructure Virtualization Compromise

In Cloud, MUCH of this is out of your control...




S ECURIT Y

YOURE DOING IT WRONG




Newo Solwtions 7o
O/d Problesms




A)/IQZ‘ 4/‘@ e
Doing Hbowut It7

® Emerging

® Converged Compute,
Network & Storage solutions
emerging

® Virtualization Platforms
evolving

® [P NGN's deploying
® Crippling Metastructure

® Struggling with Infostructure




A)/IQZ‘ 4/‘6 e
Doing Hbowut It7

®

® Crippling
DNSSec
BGP Extensions
IPvé6

LISP, HIP, etc...

Open API’s & Interfaces




Mhdf 4/‘6 e
Doing Hbowut It7

-

®

® Struggling with
We still have buffer overflows
The Browser Battle is lost

Applying L1-6 “solutions” to
Layer 7 & 8 “problems”

Totally disconnected from
Metastructure & Infrastructure







More ( eSoudrCces...

@o0oudfamp



http://groups.google.com/group/cloud-computing
http://groups.google.com/group/cloud-computing
http://groups.google.com/group/cloudforum
http://groups.google.com/group/cloudforum
http://groups.google.com/group/cloudstorage
http://groups.google.com/group/cloudstorage
http://www.rationalsurvivability.com
http://www.rationalsurvivability.com

Soreone Moved My

CyéerC/?ee\S e...

People who would not ordinarily think
about security are doing so

While we’re scrambling to adapt,
we're turning over rocks and shining
lights in dark crevices

Sure, Bad Things™ will happen

But, Really Smart People™ are
engaging in meaningful dialog &
starting to work on solutions

You'll find that much of what you have
works...perhaps just differently; setting
expectations is critical




I_FIZ‘ Al Comes Down To Truust...




T hapks HAGKERS FOR GHARITY.ORG ‘

Phone: +1.978.631.0302



mailto:choff@packetfilter.com
mailto:choff@packetfilter.com
mailto:hoffc@cisco.com
mailto:hoffc@cisco.com
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