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The Frogs Who Desired a King

A Virtualization & Cloud Computing Security Fable

Security

In the
Cloud

Is Bollocks

Set To Interpretive Dance
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What We’ll Discuss

 Æsop’s: The Frogs Who Desired a King

 Defining “The Cloud”

 The Fable of Virtualization and Cloud 
 Computing Security 

 Deal With It
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Æsop’s Frogs

3



Kermit and Krew...



Deity With a Sense Of Humor



Frogs On a Log



The Bossy Bird



Buffet In the Bayou
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The Point

“King stork was welcome to 
  replace a log,

They tittered at the thrill, 
then hushed, agog.”* 

I can haz king?

*Thom Gunn "The Court Revolt"
9
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The Cloud

Image from: Geek & Poke 10



What the !@#$% IS Cloud Computing?



Cloud :: The Obligatory Definition

IT resources and services that are 
abstracted from the underlying 
infrastructure and provided “on-
demand” and “at scale” in a multi-
tenant environment



CloudWow! You’ll Say “HOW?” Every Time...

CloudWoW!
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Cutting Through the Fluff: 
Key Ingredients In Cloud Definition

 Abstraction of Infrastructure

 Resource Democratization

 Services Oriented

 On-Demand, Self-Service 
Elasticity/Dynamism

 Utility Model Of Consumption & 
Allocation

14



Play NISTy For Me...



Sir James (Urquhart) Has It Right...

“Cloud Is An Operations Model,
 Not A Technology”
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Some Things Are Cloud Candidates...

17

Cloud Ready?

When the processes, applications and data are largely independent

When the points of integration are well defined

When a lower level of security will work just fine

When the core internal enterprise architecture is 
healthy

When the Web is the desired platform

When cost is an issue 

When the applications are new

*Used with permission from David Linthicum
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...Others Not So Much

18

Not so Cloud Ready?

When the processes, applications and data are largely coupled

When the points of integration are not well defined

When a high level of security is required

When the core internal enterprise architecture needs work

When the application requires a native interface

When cost is not an issue

When the applications are legacy

*Used with permission from David Linthicum
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Cutting Through the Fluff: 
The SPI Cloud Model

Three archetypal models that people talk about  about 
when they say “Cloud:”

But what do these
really look like?

Infrastructure as a Service (IaaS)

Platform as a Service (PaaS)

Software as a Service (SaaS)



The Seven Layer Dip Answer...
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Cloud Model :: Infrastructure as a Service (IaaS)
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Cloud Model :: Platform as a Service (PaaS)
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Cloud Model :: Software as a Service (SaaS)
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Lots Of *aaSes...Variations On a Theme

24
*David Linthicum: Defining the Cloud Computing Framework http://cloudcomputing.sys-con.com/node/811519

Packaging these up in combination yields lots of *aaS(es):

Storage as a 
Service

Database as a 
Service

Information as 
a Service

Process as a 
Service

Integration as 
a Service

Security as a 
Service

Management 
as a Service

Testing as a 
Service...
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The Many Dimensions Of Cloud
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The Many Dimensions Of Cloud
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What This Means To Security

28
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Cloud: More or Less Secure?

29

Without context, this is a stupid question.
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Reduction Of Risk?  Really?

30

Again: The lower down the stack the Cloud 
provider stops, the more security you are 
tactically responsible for implementing & 
managing yourself. 

Be wary of how much of this
song you sing (or hear being 
sung) given what we just
discussed.  
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So How’s That Different Than Outsourced Services Today?

31

The differences really come down to four things:

 The types of applications / data being 
“outsourced”
 Where your assets are

 Who manages them & how
 How controls are integrated
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...Peeling Back the Covers

The things that go bump in the night:

 Single Tenancy / Multi-tenancy

 Isolated Data / Co-mingled Data

 Dedicated Security / Socialist Security

 On-premise / Off-premise

32
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A Typical Large Enterprise’s Forward-Looking 
Journey to the Cloud

33
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 Consolidate

Phase One: Virtualize

Voila! Virtualized Infrastructure

Sprinkle on magic 
virtualization dust
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Phase Two: Automate & Optimize

Business Process & Rules via the governance layer

Business Process & Rules

Feeds into and out of the 
autonomics layer:

Yielding an adaptive pool of 
resources, applications and 

services abstracted from the 
infrastructure that delivers it.

RFH!
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Phase Three: Externalize & Re-Perimeterize

Business Process & Rules

What the !@#$%^ Does 

THAT Mean!?



Perspective: Public vs. Private Clouds



The Public Cloud :: External via the Internet

Business Process & Rules

Corporate Datacenter

The Intertubes



THEIR Private Cloud :: Amazon-ize Your Intranet

Business Process & Rules

Corporate Datacenter

The Intertubes



My Private Cloud :: Internal via the Intranet*

Business Process & Rules

The Intertubes

Corporate Datacenter

3rd Party Datacenter
*Think VPN



The Hybrid Model :: Cloudifornication*

Business Process & Rules

The Intertubes

Corporate Datacenter

3rd Party Datacenter
*My Next Presentation
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The Jericho Forum’s Cloud Cube Model

42

Rubik’s Rubric: A Great Way To Visualize Cloud Options...
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Cloud Formations – the Cloud Cube Model 
 

The Jericho Forum has identified 4 criteria to differentiate cloud formations from each other 

and the manner of their provision. The Cloud Cube Model summarises these 4 dimensions, 

which are explained in turn in the rest of this paper.  

 

 

 

The Cloud Cube Model 

 

 

Cloud Cube Model Dimensions 

Dimension:  Internal (I) / External (E)  

This is the dimension that defines the physical 

location of the data: where does the cloud form you 

want to use exist - inside or outside your 

organization’s boundaries.  

!' If it is within your own physical boundary 

then it is Internal. 

!' If it is not within your own physical 

boundary then it is External. 

For example, virtualised hard disks in an organisation’s data centre would be internal, while 

Amazon SC3
3
 would be external at some location “off-site”.  

Note: Be wary of making a false assumption that Internal is more secure than External. The 

effective use of both is likely to provide the most secure usage model. 

 

 

                                                 
3 Amazon's SC3 - on-demand storage solution. 
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Hoff’s Two Dimensional Version

Defining Cloud Implementations:



© 2009 Cisco Systems, Inc. All rights reserved. Cisco Confidential22

Stand-Alone
Data Centers

Phase 1
 Private Cloud

Phase 2 Phase 3 Phase 4

Public Cloud

Private Cloud

Public Cloud

Open Cloud

PRESENT ~2015-2017

      Federation / Workload Portability / Interoperability

Inter-Cloud

Public Cloud #1 Public Cloud #2

Inter-CloudHybrid
Cloud

Private Cloud Private Cloud

Virtual
Private
Cloud

Laying Out the Timeline...



...and Here We Go
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The Fable of VirtSec & CloudSec

46
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Don’t Worry!
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Oh, Wait, Worry...

48
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So We’re Supposed To Do Nothing?

"...the answer to most problems was: Don't do 
anything. Always King Log, never King Stork
——'Live and let live.'"

Robert Heinlein, Glory Road

49
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We’ve rushed to embrace virtualization without solving 
many of its attendant security, privacy and management 
challenges in environments over which we have direct 
control of our information and infrastructure

We’ve brushed past real time infrastructure (RTI) which 
brings discipline and the technology needed for robust 
automation, autonomics, orchestration, provisioning , 
re-purposing and governance

Now we’re hustling to push to “The Cloud,” introducing 
new operational and business models, stretching 
technology and with a complete lack of standards?

No, But a Little Perspective...

50

 Oh, C’Mon...
What Could 
Possibly Go 

Wrong?
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Text with bullets

Cloudifornication & Simplexity? 

51

“Stacking Clouds on Clouds” and building 
levels of abstraction adds complexity and 
staggering interdependencies

We’re building on a very shaky 
foundation/weak base of frogs; one goes, 
they all go

It’s a ‘squeezing the balloon problem’

The cyclical and very dynamic 
punctuated equilibrium of computing 
isn’t meshing well with static security



We Are Product Rich, But Solution Poor

What’s true with VirtSec is true with
Cloud, only more so. Viva Le 4 Horsemen!

Depending upon the type of Cloud, you 
may not get feature parity for security. 

Your visibility and ability to deploy or 
have a compensating control deployed 
may not be possible or reasonable. 

As it stands now, the abstraction of 
Infrastructure is really driving the cyclic 
shift from physical network controls to 
logical/virtual back into the host/guest
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Centralized

Distributed

Mostly Distributed

Unreliable/Slow

Reliable/Fast More Reliable/Faster

Compute

Data

Bandwidth

Mostly Reliable/Fast

Mostly Centralize
d

Display

Web3.0/Infrastructure 2.0?/Security 1.3a?

Mainframes

Client/Server

Web1.0

Web2.0

Das Cloud

Achtung! Divergent Models

* Credit: Gunnar Peterson
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The Hamster Sine Wave of Pain...*

54
* With Apologies to Andy Jaquith & His Hamster...

You Are Here
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Convergence Is Simplexity

55

Physical NIC Cards
Embedded
Switches

Embedded Networking/
Virtualization-Enabled

CPU/Chipsets
IOV

Hypervisor-based 
Distributed Virtual Networking

(vSwitches)

Network 
Switching 

API's

Network 
Security

API's

Routing/Bridging/
Switching/NAT in "closed" 

Virtual Appliances

Routing/Bridging/
Switching/NAT in VM 
Operating Systems

Physical Cisco Catalyst/Nexus Switches
for both networking and storage

Converged Network/Storage Adapters
and/or NICs with embedded switching

and offload

Intel CPU's with VT-d and SR-IOV

vNetwork VMsafe & Switching API's across 
distributed virtual switches using fastpath kernel 
modules integrated with VMware vSwitch and

Cisco Nexus 1000V

Customized networking stacks/slowpath driver/
network stacks in virtual appliances and IPv4/6
network stacks with iptables/brctl (e.g. Linux)

Physical "Network" Switches
Data 

Fabrics
Storage
Fabrics

"Networking" Element Stack Examples
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That Was Just Networking...

Let’s not forget 
how converged 

fabrics &
 I/O Virtualization 
Affects Compute 

& Storage...
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But Just To Spice Things Up...
Bingo-ism With Some Threats Old & New

57
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There Ain’t Nuthin’ Wrong With The InterTubes!

58
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Cloudanatomy : Meet the Triplets

Infrastructure

Infostructure

59
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Infrastructure

Infostructure

Metastructure

60

Cloudanatomy : Meet the Triplets
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Infrastructure

Infostructure

Metastructure

Content & Context -
Applications, Data/Metadata, 
Services
Glue & Guts - 
IPAM, IAM, SSL, BGP, DNS, etc.

Sprockets & Moving Parts - 
Compute, Network, Storage

Cloudanatomy : Meet the Triplets
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Infrastructure

Infostructure

Metastructure

Content & Context -
Applications, Data/Metadata, Services

Glue & Guts - 
IPAM, IAM, SSL, BGP, DNS, etc.

Sprockets & Moving Parts - 
Compute, Network, Storage
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These Sound Familiar...

63

Infrastructure

Infostructure

Metastructure

Application/WebApp 
Insecurity, SQL Injection

Chipset & Virtualization 
Compromise

BGP, SSL & DNS Hijacking



Hoff | The Frogs Who Desired a King | 2009

...And So Do These

Will 
Secure

Your Cloud 

For Food

(t)rust

Availability

Confidentiality
 & Privacy

Visibility &
 Manageability 

Portability &
 Interoperability

Reliability &
 Resiliency

Audit

Compliance

Let’s Highlight just a few ...
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...and What’s Old Is New(s) Again

Access Control

Data Leakage

Authentication

Encryption

Denial Of Service

Key Management

Vulnerability 
Management

Application Security

Database Security

Storage Security

SDLC 

Protocol Security by 
Politeness 
(BGP/DNS/SSL)

Identity Management

One Cloud Forward, Two Steps Backward



Live By the Cloud, Die By the Cloud...
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Cloud-Specific Stuff Emerging

67

Organizational & Operational Misalignment

Monoculture of Operating Systems, 
Virtualized Components & Platforms

Privacy Of Data/Metadata, Exfiltration and 
Leakage

Inability to Deploy Compensating or 
Detective Controls

Segmentation & Isolation In Multi-tenant 
environments...
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A Very Cool Example...

68

Cloud Cartography* - Mapping Cloud 
Infrastructure & Brute Forcing Co-
Resident EC2 AMI w/ Side-Channel 
Attacks

hours; and the assignment of virtual CPUs changes often

enough on EC2 that any desired
combination will be oc-

casionally achieved. That we were able to establish reliable

covert
channels via the cache in EC2 already testifies to this.

A patient attack
er might just wait for the requisite condi-

tion to come up, and detect them by adding redundancy to

his transmission.

Note also that the pinned Xen machine is by itself a real-

istic setup for virtualized
environments. In fact, in a cloud

data center that never over-p
rovisions CPU resources, pin-

ning VMs to CPUs may improve perform
ance due to caches

and NUMA locality
effects. We thus feel that these attack

s

are of interest
beyond their being progress

towards an attack

within EC2.

Keystroke
activity side channel. We utilize the Prime+

Trigger+
Probe load measurement technique to detect mo-

mentary activity spikes in an otherwise idle machine. In

particular, we repeatedly perform
load measurements and

report a keystroke
when the measurement indicates

momen-

tarily
high cache usage.

Further analysis of which cache

sets were accesse
d might be used to filter out false positive

s,

though we found that in practice
it suffices to use simple

thresholding, e.g., reporting a keystroke
when the probing

measurement is between 3.1µs and 9µs (the upper threshold

filters out unrelated
system activity).

We have implemented and evaluated this attack
on the

pinned Xen machine, with variants that exploit either L1 or

L2 cache contention. The attack
ing VM is able to observe a

clear signal with 5% missed keystrokes
and 0.3 false trigger

s

per second. The timing resolution is roughly 13ms. There

is also a clear difference between keys with different effects,

e.g., typing a shell command vs. pressing Enter to execute

it. While the attack
er does not directly

learn exactly which

keys are pressed, the attained resolution suffices to conduct

the password-recove
ry attack

s on SSH session
s due to Song

et al. [31].

The same attack
could be carried

over to EC2, except that

this measurement technique applies only to VMs that time-

share a core.
Thus, it can only reliably detect keystrokes

during periods when EC2’s Xen hypervisor assigns the at-

tacker
and victim to the same core. Assuming uniformly ran-

dom assignment, this is about 25% of the time (and changes

at most every 90ms, typically much slower). Statistic
al anal-

ysis of measurements might be used to identify periods of

lucky allocation. We conjecture that measuring not just the

overall
momentary load, but also the use of individual cache

associativity sets during the trigger
stage,

might further help

identify the target
VM.

8.5 Inhibi
ting si

de-cha
nnel a

ttacks

One may focus defenses against cross-V
M attack

s on pre-

venting the side-channel vulnerabilities
themselves.

This

might be accom
plished via blinding techniques to minimize

the information that can be leaked
(e.g., cache wiping, ran-

dom delay insertion
, adjusting each machine’s perception of

time [14], etc.). Countermeasures for the cache side channels

(which appear to be particularly conducive to attack
s) are

extensively
discussed, e.g., in [23, 24, 10, 26, 25, 22]. These

countermeasures suffer from two drawbacks. First, they are

typically either impractica
l (e.g., high overhead or nonstan-

dard hardware), application
-specific, or insufficient for fully

mitigatin
g the risk. Second, these solutions ultimately re-

quire being confident that all possible side-channels have

been anticipated and disabled— itself a tall order, especially

in light of the deluge of side channels observed
in recent

years.
Thus, at the current state of the art, for uncondi-

tional security against cross-V
M attack

s one must resort
to

avoiding co-resi
dence.

9. CONC
LUSIO

NS

In this paper, we argue that fundamental risks arise from

sharing physical infrastru
cture between mutually distrustful

users, even when their actions are isolate
d through machine

virtualizatio
n as within a third-party cloud compute service.

However, having demonstrated
this risk the obvious next

question
is “what should be done?”.

There are a number of approaches for mitigatin
g this risk.

First, cloud providers may obfuscate both the internal struc-

ture of their services and the placement policy to complicate

an adversary
’s attempts to place a VM on the same physi-

cal machine as its target.
For example, providers might do

well by inhibiting simple network-based co-resi
dence checks.

However, such approaches might only slow down, and not

entirely stop, a dedicated
attack

er. Second, one may focus

on the side-channel vulnerabilities
themselves

and employ

blinding techniques to minimize the information that can be

leaked
. This solution requires being confident that all pos-

sible side-channels have been anticipated and blinded. Ulti-

mately, we believe that the best solution is simply to expose

the risk and placement decision
s directly

to users. A user

might insist on using physical machines populated only with

their own VMs and, in exchange, bear the opportunity costs

of leaving some of these machines under-utilized. For an

optimal assignment policy, this additional overhead should

never need to exceed the cost of a single physical machine, so

large users—consuming the cycles of many servers
—would

incur only minor penalties as a fractio
n of their total cost.

Regardless, we believe
such an option is the only foolproof

solution to this problem and thus is likely to be demanded

by customers with strong privacy
requirements.
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And Another...
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Cloudburst VM 
Escapes* - Abusing 
emulated device 
drivers to provide host 
to guest escape in 
virtualized 
environments

(*Kostya Kortchinsky - Immunity) 

06/29/09

45

The Result

The Result

“Virtual Wooden Bridge”

over the
“Virtual Air Gap”
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All Your Clouds Are Belong To Us...
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 MeatCloud: Using the Mechanical Turk 
to be a Maniacal Jerk

 CloudFlux - Using FastFlux Botnets in 
the Cloud

 LeapFrog - (Ab)using VPN tunnels 
across Clouds

 Cloud-based vMotion Poison Potion

 Economic Denial Of Sustainability 
(EDoS)
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New Solutions To Old Problems
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The Realities of Today’s CloudSec Solutions Landscape:

 Whatever the provider exposes in the SaaS/PaaS/IaaS Stack

 Virtual Security Appliances (VM-based)

 Software in the Guest (If Virtualized)

 Virtualization-Assist API’s (If Virtualized)

 Integrating Appliances & Unified Computing Platforms 
(Network-based solutions)

 Leveraging Chipset-Integrated Technology

Look for extensions of management and visibility solutions to lead - 
LOTS of APIs on the horizon

Look for standardized policy language and enforcement capabilities with 
VM’s as the de facto atomic unit of the Cloud
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Salesforce - SaaS

Google AppEngine - PaaS
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Let’s Revisit Our Examples : Public Clouds

Q: How do I take my catalog of 
compensating controls/best practices 
and apply them/integrate them in 
each of these environments?

A: You may not be able to (or need to)
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Mapping the Model to the Metal

Physical Physical Plant Security, CCTV, Guards

Compute & Storage
Host-based Firewalls, HIDS/HIPS, 
Integrity & File/log Management, 
Encryption, Masking

Network
NIDS/NIPS, Firewalls, DPI, Anti-DDoS,
QoS, DNSSEC, OAuth

Management
GRC, IAM, VA/VM, Patch Management,
Configuration Management, Monitoring

Information
DLP, CMF, Database Activity 
Monitoring, Encryption

Applications
SDLC, Binary Analysis, Scanners, 
WebApp Firewalls, Transactional Sec.

Trusted Computing Hardware & Software RoT & API’s

Security Control Model

Cloud Model
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Compliance Model

PCI

HIPAA

GLBA

Firewalls
Code Review
WAF
Encryption
Unique User IDs
Anti-Virus
Monitoring/IDS/IPS
Patch/Vulnerability Management
Physical Access Control
Two-Factor Authentication...

SOX

Find the Gaps!
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Cloud Happiness :: Warm & Fuzzies

74

Centralized Data (sort of...)

Segmented data/applications

Better Logging/Accountability

Standardized images for asset deployment

Better Resilience to attack & streamlined incident 
response

More streamlined Audit and Compliance

Better visibility to process

Faster deployment of applications, services, etc.

The Cloud can provide the following security benefits:
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Deal With It
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So You Said Something About a Fable?
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The fable is that we’re 
screwed

The reality is that we’re 
not...

Actually, we are (and 
will be) just as insecure as 
we’ve always been*

*Ranum
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The Velocity Of Cloud Is Driving Change In Security
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This is actually something to be really happy about; 
people who would not ordinarily think about security are 
doing so

While we’re scrambling to adapt, we’re turning over 
rocks and shining lights in dark crevices

Sure, Bad Things™ will happen

But, Really Smart People™ are engaging in meaningful 
dialog & starting to work on solutions

You’ll find that much of what you have works...perhaps 
just differently; setting expectations is critical
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Break Glass, Apply Common Sense
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We already have most of what you need to make an informed set of 
decisions, but I’m afraid Cloud Security comes down to the basics...

You have a risk assessment methodology, right? You classify assets and 
data and segment already, right?

Interrogate vendors and providers; use the same diligence that 
you would for outsourced services today; focus on resilience/recovery, 
SLA’s, confidentiality, privacy and segmentation.  See how they twitch.

The challenge is to match business/security requirements against the 
various *aaS model(s) and perform the gap analysis

Each of the *aaS models provides a delicate balance of openness, 
flexibility, control, security and extensibility

Go back & look at the “Right For the Cloud?” criteria

REGARDLESS of the model, you are still responsible for some element of 
security



Cloud Security Alliance - Guidance
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Critical Areas Of Focus For Cloud Computing 
15 Domains – Architecture, Governance & Operations* 

Governing in the Cloud 

2.! Governance & Risk Mgt 

3.! Legal 

4.! Electronic Discovery 

5.! Compliance & Audit 

6.! Information Lifecycle 
Mgt 

7.! Portability & 
Interoperability 

Operating in the Cloud 

8.! Traditional, BCM, DR 

9.! Data Center Operations 

10.! Incident Response 

11.! Application Security 

12.!Encryption & Key Mgt 

13.! Identity & Access Mgt 

14.!Storage 

15.!Virtualization 

1.! Architecture & Framework 

*Cloud Security Alliance 
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Get Involved & Edumacated
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Cloud Computing Google Groups:
Cloud Computing
http://groups.google.com/group/cloud-computing
Cloud Computing Interoperability Forum
http://groups.google.com/group/cloudforum
Cloud Storage
http://groups.google.com/group/cloudstorage

Attend a local 

Read Craig Balding’s Blog http://www.cloudsecurity.org

Read My Blog: http://www.rationalsurvivability.com

Join the Cloud Security Alliance...

http://groups.google.com/group/cloud-computing
http://groups.google.com/group/cloud-computing
http://groups.google.com/group/cloudforum
http://groups.google.com/group/cloudforum
http://groups.google.com/group/cloudstorage
http://groups.google.com/group/cloudstorage
http://www.rationalsurvivability.com
http://www.rationalsurvivability.com


Join The Cloud Security Alliance

The CSA is a non-profit organization formed to promote the use of best 
practices for providing security assurance within Cloud Computing, and 
provide education on the uses of Cloud Computing to help secure all other 
forms of computing.

The Cloud Security Alliance is comprised of many subject matter experts from a wide variety 
disciplines, united in our objectives:

•Promote a common level of understanding between the consumers and providers of 
cloud computing regarding the necessary security requirements and attestation of 
assurance.

•Promote independent research into best practices for cloud computing security.

•Launch awareness campaigns and educational programs on the appropriate uses of cloud 
computing and cloud security solutions.

•Create consensus lists of issues and guidance for cloud security assurance.

The Cloud Security Alliance was launched at the RSA Conference 2009 in San Francisco, April 
24, 2009.
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